AnonuMHana cetb «Hidden Lake»

KoBanenko ['enHazguii AnekcaHipoBuu

Annoranusn. Cets Hidden Lake, siBnisisick o npupoe cBoeli QB-ceTbo, TipefiCcTaB/sieT
co00il TakKe psAJ, HOBBIX apXUTEKTYPHBLIX peIlleHWM, paHee He TPUMEHSBIIMXCS B
CTPOEHUWM aHOHMMHBIX cHUcTeM. ba3upyscb Ha TIpUHIUIE MHKPOCEPBUCHOM
apXUTeKTyphbl, TaKOBasi CeTb MOXKET He TOMbKO [00aB/sATb, HO TakkKe W YJa/siTh
GYHKI[MK TI0 Mepe CBOeM HeoOXOAWMOCTH, HMKAK He HW3MeHssl MpH 3TOM OOy
MexaHu3M paboTbl. Basupysick Ha C/ernoi MapIIpyTH3al[id U TOJHOM HIHU(PPOBaHUN
coo01rieHn, TakoBasi CeTh CBSI3bIBAET BCEX Y3JIOB B CUCTEeMe, He TT03BOJIsIsl IPUMEHSITh
JoAToBpeMeHHOe HabsrofieHue 3a CBA3sIMA U (PAaKTOM KOMMYHMKarmu. [ToHHMaHMe
OOIIMX TIPUHLIATIOB paboThI ceTH Ha 6ase eé MaTeMaTUUECKUX MoOJiesieli criocobHO /1aTh
He TO/BbKO OLIEHKY KOPPEKTHOCTH (hYHKIIMOHMPOBAHHUSI BCEH CHUCTEMBI, HO U TaKXKe
BO3MOYKHBIN BEKTODP Pa3BUTHS OYYIIIMX AHOHUMHBIX KOMMYHUKALIWH.

KrroueBble C/1I0Ba: CKPbIThIe CUCTEMbI; aHOHUMHBIE CeTH; [leLleHTPaIM30BaHHble CeTH;
TEOpeTHUeCK! JloKadyeMasi aHOHUMHOCTb; (b-3a/jaua; MUKpPOCEepBHCHasI apXUTEKTYPa;
CTeK MpoToKoJ10B gp/12; ceThb hidden lake; mocTkBaHTOBasi KpunTorpadus;
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1. BBegenue

AnonumHas cetb Hidden Lake (HL) - s3To genjentpanu3oBanHast F2F (friend-to-friend) [1]
aHOHUMHasi CeThb C TeOPeTUUeCKOU J0Ka3yeMOCThI0 [2, c.49]. B oT/imume OT M3BeCTHBIX aHOHUMHBIX
cereii, mogobust Tor, I2P, Mixminion, Crowds u T.m., ceth HL. criocobHa mpoTUBOCTOSTh aTakam
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riobansHoro Habmogatenss. Cetr Hidden Lake anisi aHoHUMU3auu cBoero TpaduKa He BaXKHbI
TaKye KpUTepPUH Kak: 1) ypoBeHb CeTeBOM LieHTpaIn3aLyy, 2) KOJIMYeCTBO y3/10B, 3) pacro/ioyKeHue
y3710B 1 4) CBSI3b MeXX/ly y3/1aMH B CeTH, UTO JieJlaeT TAKOBYIO CUCTeMy abCTpakTHOM [2, c.144].

2. QB-3ajaua

3ajjaua Ha 6asze ouepezeii (QB - Queue Based) [2 c.149] mpeacraBnsier coboit spo
aHoHuMHOM cet Hidden Lake 3a cuéT KoToporo (opmupyeTcsi TeOpeTUYecKH JoKazyemas
aHOHUMHOCTb. QB-ceTu mipeAcTaB/sitoT cob0i 0HY U3 Haubosiee MPOCTHIX 33U aHOHUMU3ALUU
B I[/IaHe TIPOrpaMMHOM peanusaluu’, B CPaBHEHHWH C JAPYTMMH MPeACTaBUTEe/IAMU TeOPeTUYeCKOM
nokasyemoctu B auije DC (Dining Cryptographers) [3, c.225] u EI (Entropy Increase) [2, c.165] -
ceTeil.

ce1—'Qp

Qg = ([cg1], ¢B2; ---» CBN)

Qa = ([ca1l, ca2, ---, CAn)
Qc = ([cc1l; ec2; - Ccn)

cci—'Qc
Pucynok 1. QB-cets ¢ Tpems yyacTHUKamu A, B, C

Onpepenenue 1. [Tog 3a7aueli aHOHMMM3ALMK CJleflyeT TMOHKMMaTh KpPUNTOTrpaduuecKuit
TIPOTOKOJI, 11eJTbI0 KOTOPOTO SIBJISIETCS] COKPBLITHE UCTUHHOM CBSI3U MexXy (s € S,r € R) ot o0 € O
B cucteme X(S, R, O), 20e S — MHOXeCTBO OTMpaBuTesneld, R — MHOXecTBO mojyuaTeneid, O —
MHOXXeCTBO Habmofareneli. B yacTHBIX ciiyvasix, Habmozaress 0 € O MoXeT ObITh MpeJiCTaBIeH
OJJHMM U3 aGOHEHTOB HerloCpe/ICTBeHHOI KOMMYHHUKaL|H, T.e. 0 = s, 0 = T.

Onpepenenue 2. [Tog TeopeThueckd [JoKa3yeMOW 3ajiaueli aHOHMMM3alLMM TTOHWMAaeTCsl
YaCTHBIM C/Tydyaid, TIPU KOTOPOM Ha/iuuue Jitoboro rnaccuBHoro Habsmozgarens Vo € O B cucteme
2(S, R, O), Bxmouasi 17106ambHOTO, HUKOMM 00pa3oM He B/IUSIET HAa KAUeCTBO CKPBITHS UCTUHHOMN
cBsi3u Mexay (s €S, r € R). OgHUM U3 BO3MOKHBIX CIOCOOOB [JOCTMDXKEHHUSI TeOPeTHUeCKOU
JI0Ka3yeMOCTH CTaHOBUTCS CBe/leHHe 3a/lauM CKPbITUSL CBSI3U (S € S, r € R) K 3a/laue COKPBITHUS
HCTOYHHMKA 3TOM cBsi3u s € S. Ha 6a3e ganHoro noaxoza hopmupytores DC, EI, QB cetu.

@®opMasibHBIM 513bIKOM QQB-ceTh MO’KHO OonMCaTh CUCTEMOU CJIeAYHOIero BUja:
QB-net = 2"-(T = {t;}, K = {ki}, C = {(c € {E\j(m), Ex(v)}) <" Qi})

20e n - KOMUeCTBO y3JI0B B cucTeMe, K - MHOYKeCTBO K/Itoue mudpoBaHus, T - MHOYKeCTBO
nepro/[0B reHepalu, C - MHOXKECTBO 3aln(poBaHHBIX coobiiennt, Q - ouepe/ b MM(POBAHHBIX
coo011ieHnH, i,j - UAeHTUDUKATOPBI OT/Ie/IbHBIX y3710B, E - GyHKIMS mMdPOBaHUs, M - OTKPBITOe
coobirieHue, v - I0)KHOe COOo0IIeHue, I - K/TIoU HIU(GPOBaHUS He HaXOAIUNACST BO MHOXXecCTBe K.

! AnonnmHas cetb M-A 3anumaer 100 CTpPOK KoJa Ha s3bIKe TpOrpaMMupoBaHusi GO, UCIO/b3ys
VICKJTFOUMTENTbHO CTaHJapTHYI0 6nbmioreky. PerosuTopwmii: https://github.com/number571/micro-anon.
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BbIH_IEYKHBHHHaH CHUCTeMa MOXET OBbITh npeacTaB/eHa YeTbIPbMA COCTOAHUAMM:

1. Qi « (c = Ey(m)), 20e k; € K, ¢ € C. OTkpbITOe cooOlleHre m IMU(PyeTCcs: KIH0YOM
nonyyatens k; € K. PesynpraT mmdposanus ¢ = Ejj(m) nomerjaercs B odepesib Q;,

2. Qi « (c =E;(v), ecau Q; =@, 20e r; &€ K, ¢ € C. JloxxHoe coobujeHue v mudpyercs
kmouoM 6e3 noyuarens r; & K. PesyabTar mmdposanus ¢ = E,(v) moMelaercs B ouepefs Q;,

3.c <'Q; 20e tE€ T, c € C. B KaKablii mepuoj BpeMeHu t u3 ouepeau Q; Gepércs
mrdposaHHoe coobuenve ¢ € {Ey(m), E,(v)} 1 oTnpap/seTcsi BCeM yuyaCTHUKaM CeTH,

4. m' = Dy!(c), 20e ¢ € C. Kax/iplii yuyaCTHUK IBITaeTCs paciii(poBaTh MPUHATOE UM
mrdpoBaHHOoe coobIIeHre ¢ cBOMM KmouoM k; L. Ecu M pTekcT He moaaaéTcs paciuidpOBaHUIO
m'# m, TO 3TO 3HAUMT, UYTO TIOJy4yaTesieM sIBJSIeTCS JMOO KTO-TO APYrou (MCTOIb30BaH KITHOYU
k; € K), 60 HUKTO (Mcronb3oBaH Kmou r; & K).

Teopema 1. B MHOXecTBe kroueit r € R, asist moboro mmgprekcrta ¢ = E(v), CyliecTByeT
BCer/ja Takoe !, KoTopoe MPUBOJUT K pacuIM(ppOBaHKIO JIOXKHOTO coobienus v = D, (c).

Joka3arenbcTBO 1. MHOXeCcTBO R omnpefenseTcss pasHOCTbIO BYyX MHoOxecTB U\ K, npu
U = K R, npeacTapnsiroium cob0¥ MHOXKECTBO K/Ttoued QyHKIuY 1mvdpoBanus. s moboro
u € U BbImosiHsIeTCS 0TOOparkeHHe B MHOXKecTBO HudprekcToB: |J E, — C, Ipd KOTOPOM TaKXXe
Oy/IeT CylecTBOBaTh Takoe U !, BBITO/HAIIee 06paTHOe 0TOOpaXkKeHHe B MHOXKECTBO OTKPBITBIX
tekcroB: |J D, ! — M, ncxops us toro, uro cucrema X(M, C, U, E, D) sensierca umdpowm [4, ¢.75].

AnonumHocTh  QB-ceTeli  0Ga3upyeTcss Ha  CJOXKHOCTU — OTPEJE/IEHUs]  COCTOSIHUS
1mmdpoBaHHOTO COOOITIEHUsI ¢, a UMEHHO 4eM OHO siBasercs: Ex(m) uiu E(v). OuepémHocTh
coobijeHuii Q B CBOIO oUepe]b TapaHTUPYET, UTO Bcersa OyZeT CyIlecTBOBaTh TaKoe COODIeHue
¢, KOTOpoe OyZieT CreHepyUpOBaHO CUCTeMOM B TIepro/] BpeMeHHU paBHbIH t, He3aBUCUMO OT TIPHUPOAbI
camoro coobiieHusi. [Ipy OTCYTCTBUM UCTUHHBIX COOOLeHUI ouepeZib Q MOYKHO pacCMaTpUBaTh
KaK ouepe/[b UCK/TFOUUTETBHO JIOXKHBIX coobiriennii E(v). [1Ipu nosiB/ieHUM UCTUHHOTO COOOIIeHUS
Ex(m), TakoBoe HauWHaeT 3aMeHATh coOoi noxHoe E.(v) B orpeienéHHbIN TepHUo/i BPEMEHH .
BcnenctBue storo, QB-ceTh CTaHOBUTCSI reHepaTopoM IliyMa C (PYHKLMel KpaTKOBPeMeHHOM
3aMeHbI CJTy4aliHOTO TpadHKa Ha 1eHCTBUTE/bHBIN, a Hepa3TMIUMOCTh IHM(POBAHHBIX COOOLeHN
JPYT OT ipyra CTaHOBUTCS KJ/IFOUeBbIM ()aKTOPOM aHOHUMHOCTH.

Teopema 2. [Ipu HamMuMy ABYX Ktodeit mmmdpoBanus K, r (MOpoXKJaroluX COOTBETCTBEHHO
WCTUHHBIE U JIOXKHBbIE TIM(PPTEKCTHI), orpeje/ieHre UCTUHHOCTH BbIOpaHHOTO MIM(PTEKCTa C; U3
KoHeuyHoro MHoxkectBa C = {c;, Cy, ..., Cp} CBOAUTCS K BBIUMC/IUTENBHO C/IOXKHOM 3ajiaue, eciau
cobsroaroTCst ycioBust 6e3omnacHocTH E, k, r TapaMeTpoB.

JloKa3aTenbCTBO 2. 33/jaua UCTMHHOCTU IIM(pPTeKCcTa ¢; U3 MHOXecTBa C CBOJUTCA K
onpeJie/IeHUI0 ero MPUHAAJIeXHOCTH K ABYyM cocTtossHusMm: Ex(m;) u E.(v;). I[Ipu HeusBeCTHBIX
napameTpax k € K, r € R BepxHsid TpaHMLla IOMCKa OIpejenseTcss KOJUUeCTBOM WTepaLuil
nosiHoro nepe6opa paBHbIM |K |J R| = |U| = |{uy, u, ..., ujy)}|, mpu K [ R = & COOTBETCTBEHHO,
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T.K. HEU3BECTHOW TepPeMeHHOW B JJaHHOM (CJyuyae OCTaéTCs TPHHAJJIeXHOCTh MepebrupaeMbIx
3HaueHu# u; K MHOXKecTBaM K u R (Teopema 1). Tlpu U3BeCTHOM U, HO HEM3BECTHOM OOpaTHOM
3HayeHHMU U! COOTBETCTBEHHO, MpO6/IeMa Ompe/eeHus UCTUHHOCTH IIU(PPTEKCTa C; CBOAUTCS K
O/IHOM M3 aCUMMeTpPUUHBIX 3ajau [3, ¢.378][3, c.386].

rv—R <t

true

Q¢

PucyHnok 2. Anroputm 3anosHeHust ouepeau B QB-3azaue, rae
R — reHepaTop J0>KHBIX coob1ieHnH, K — reHepaTop UCTUHHBIX COOOILeHMIA

Wtoro, aHoHMMHOCTb QB-ceTeit omnpefenseTcs He TOJBKO pa3pblBOM CBSI3U MEXIY
OTIIpaBUTeNIEM U ToTyuaTesieM Jis TiobanbHOro HabsiofiaTess, HO U TakyKe OTCYTCTBHEM CBSI3H B
camMoM (paKkTe OTMpaB/AeHUs U TMOJydyeHUsT WH(poOpMauyy. VIHbIMU C/I0BaMH, [/s1 MaCCHUBHBIX
Habumofareneil, BK/IIOYaIOLIMX B ce0s1 U riobansHoro Habsoaresis, CTaBUTCSL HEMIOCUIbHOM 3a/jaua
oTpe/iesieHusi COCTOSIHUS CyObeKTa, a UMEHHO:

1. OtnpasssieT 1M YY4aCTHUK i B IepUo/, paBHBIM t; KICTUHHOe coobieHue Ey(m)?
2. TTonyyaer M yuacTHMK i B riepuozibl pasbie T\{t;} kakoe-mi60 coobuienre Dy (c)?
3. be3pelicTByeT /iu yuacTHUK i — E,(V) B aHanu3upyeMoM repuoje t;?

[Tpu Bcex TakuX CrieHapusiX, He Oy/Iyud OIHUM M3 y3/I0B YUaCTBYIOL[UX HEIOCPeJCTBEHHO B
KOMMYHUKAllMd YW He TIPOSIB/ISTIOIIMM Kakoe-ub0 B/IMsSHWE Ha ouepesib Q; aHA/IU3UPyeMOro
y4yacTHHKA i, T.e. He OyJayud y3/10M TIPOSIB/ISIFOLIMM aKTHBHOe HabmofieHre, 3ajjaua CUMTAeTCs
HEBBINIOJTHUMOM, eC/Iv alrOpuTM LrpoBaHus E 1 Kmtouu K, r IBASIOTCS HaZl8KHBIMHU.

Anropurm 1. ®yHKI[MOHMPOBAHUE YUaCTHUKA B cucTeMe (QB-net Ha sI3bIKe MCeBJ0KO/a

BBO/]: ouepedb Q, nepuoo t, pyHkyuu E, D, kaouu wugpposarus k, r
BBIBO/I: noomHoxcecmeo wiugppmekcmog X € C
thread-1. (* I'eHepayusi ucMmuHHbIX WUGpMeKcmos *)
while (true) {
ki — INPUT_STREAM (* Bsood kaoua nosydamens *)
m « INPUT_STREAM (* Beoo omkpbimoz2o mekcma *)

Q < (c = Eyy(m))



}
thread-2. (* I'eHepayus 10JcHbIX Wugpmexkcmos *)
while (true) {
v « RANDOM_STREAM (* INonyueHue noxicHo2o mekcma om KCI'TICY *)
c=E)
while (Q # Q) {} (* OxcudaHue nycmoti ouepedu *)
Q«~c
}
thread-3. (* OmnpaeneHue wugpmekcmos 8 cemnb *)
while (true) {
sleep(t) (* OxcudaHue nepuoda *)
c — Q,20ece X
QB-net — c (* 3anucb wugppmekcma 6 cemnb *)
}
thread-4. (* IlpuHsmue wugpmekcmos u3 cemu *)
while (true) {
¢ « QB-net, 20e c € C\X (* UmeHue wiugpmekcma u3 cemu *)
if valid(m = Dy!(c)) { (* IIpogepka koppekmHocmu pacwugposaqus *)
OUTPUT_STREAM — m (* Bbi800 noayueHHO20 OMKpbImo20 mekcma *)

B QB-ceTsx eCTb TakXke psifi MHTEPECHBIX ¥ HE COBCEM OUEBUIHBIX MOMEHTOB. Tak Haripumep,
Nepuo/| t; KaKAOTO OT/AeNbHOTO ydYaCTHWKA i He 00s3aTe/IbHO [JO/DKEeH WMeThb KOHCTaHTHOe
3HaueHue. [Tepro/ MoKeT U3MeHSIThCS TI0 BpeMeHU UM BOBCe UMeThb CydaiiHoe 3HaueHUe. Takoe
TIOBe/leHre HUKaK He OTpPa3WTCsd Ha KauecTBé aHOHMMHOCTU Y3/I0B [0 TeX Top, TMokKa Oymer
CYIIIeCTBOBAaTb caM (DaKT OT/IO)KEHHOCTH IM(MPTEKCTOB € B JivIle ouepeain coobmieHuit Q. Ecmm
coobiijeHne MOXHO OyzleT OTIpaB/iATb B 00XOA OuepémHOCTH, TOrJa aHOHUMHOCTb Oyzer
TOCTENeHHO YXY/IIaThCsA B 3aBUCUMOCTH OT KOJMYECTBA OTIMPAaB/sieMbIX TOJ00HBIM criocobom
COOOII[eHUH.

TakuMm obpa3zom, B otimure ot DC-ceTel, rae niepuog, T TipeficTaB/ieH TOIBKO OJHAM OOIINM
3Hauenvem T = {t}, QB-ceTu [JenarOT TiepuOJ; He TOMbLKO CyOBEKTUBHO (MHAWBH/YATHHO)
HacTpauBaeMbiM T = {t;, t5, ..., t,}, HO Takke W He 00s3aTeJIbHO CTaTUYHBLIM /i1 KaXK/IOTO
reHepupyemoro coobmienus t € [I;k], 20e |<k. Takoe cBoiicTBo mo3BosisieT QB-ceTsiMm He
KOOIEepUPOBaTh C OTAEJbHBIMH y371aMH 3a TE€pUO/l, a TakKe 0Oosiee KaueCTBEHHO CKPbIBAaTh
3aKOHOMEPHOCTh MPUHA/IJIEXXHOCTH M0/Th30BaTe il K aHOHUMU3UPYIOIeMY Tpa(uKy.

Teopema 3. TeopeTHuecku JoKazyemasi aHOHUMHOCTb (QB-net CHUCTeMbl OCHOBLIBAeTCS Ha
CHUCTeMaTUYHOCTH TOpPOXJAeHUs MHoxkectBa mmdprekctos C = C'|J C*={c;, ¢, ..., co} ¥ Ha
Hepas3/JIMYMMOCTH ero MOJMHOKECTB OTHOCUTe/IbHO UCTUHHBIX CK 1 10KHBIX C" IIM(pPTEKCTOB.

Hoka3arenbctBo 3. [Tycte C" = {c/, ¢7, ..., ;' } €CTh MHOXKECTBO JIO>KHBIX IIIU(PPTEKCTOB, a
Ck={c, ¢ .., ¢} HanpoTMB ecTb MHO)XECTBO MCTMHHBIX IIM(PTEKCTOB mpu m, n = 0
COOTBETCTBEHHO, TOTZIA TIpPU WX OOBEJUHEHUH CO3[@ETCS MHOXKECTBO BCEX IIU(PPTEKCTOB:



cUc={c/, ¢, ..., e, ci, & ..., ¢} ={c1, ¢ .., Cpsn} =C. IlycTe mop 3ajaueit
AeaHoHUMU3aLmu P g OyeT Janee NOHUMaTbCS OJHO3HAYHOE HAXOJK/eHue (pakTa CylleCTBOBaHUs
WIA OTCYTCTBUSI MCTHUHHOTO coobimieHus (n > 0?) B MHOXecTBe ImdprekcToB C. 3azaua
JleaHOHUMM3Aal[iY, B CBOIO Ouepe/ib, ONMpAeTCsl Ha JBe Jpyrue 3aJayd: HepasluuuMoCTH Py u
cucTeMatuuHocty P). I1pyu pelieHuu ofHOM U3 ABYX Moj3azay, 3aflaya JeaHOHUMU3aLuu Oyjer
CUMTAaThCS TAK)Ke BBITIOJIHUMOM, UTO MOKHO BBIPa3UTh JIU3bFOHKTUBHOU (opMoi: Py = Py V P).

3aziaua Hepa3IMUMMOCTH P ;) MokeT ObITh OIpefiesieHa AByMsl BOSMOXKHBIMU CUTyaLUsIMU: 1)
mbo crocoboM HaxoXKIeHWUs WCTHHHOro mmdprekcra c; = Em;) € CX; 2) mbo, HanpoTus,
crioco6oM JloKa3aTe/IbCTBa OTCYTCTBUS UCTUHHBIX MIUMPTeKCcToB ¢; & C = @. 3ajaua cTaHOBUTCS
TPUBHMA/LHOM NPM OTCYTCTBMM MIM(PTEKCTOB B 06meM, T.K. C = @ - C*= . Ecm xe C # @,
TOT/]a 3a/jaua CBOJIUTCS K TIpoOsieMe COOTHOIIeHus mdpTeKcToB ¢; € C K WX NepBOHAYaTbHBIM
noaMHOXecTBaM: C™ wam CX, uTo, Kak GBIIO MOKA3aHO paHee, SB/ISETCs BEIUMCIUTEIBHO CI0KHOM
3azaueli (Teopema 2).

3ajjlaua CUCTeMaTUYHOCTH Py MOXXeT ObITb ompejie/ieHa HaxOXK/eHWeM [OMO/HUTe/TbHBIX
CBs3ell B MexaHu3Me TreHepauuu mdprekctoB C = {c;, Cy, ..., Cp}. EC/IM B34Tb UaCTHBIM Cilyyait
C =0, To 3a/laya CTAHOBUTCS HEBBIIOJHUMOM, T.K. CBS3HOCTh HIM(PTEKCTOB OyzeT arpuopu
orcytctBoBath. [lanee, mycts |C| =1, T.e. C={c}, Torga, 3ajaya CHCTeMaTUYHOCTU OyzeT
CBOJUTBCSA K BOTPOCY: «BC/IEACTBUE KAKOTO COOBITHS X ObLT ToydeH mMbpTeKCT C?». Ecmm
CoObITHE X He MMeeT CBsi3ell C KaKUM-TMOO0 OTKPBITHIM TeKCTOM m (TIOMyUeHHBIM, TI0/TyuaeMbIM,
OTIpaBJ/IeHHbIM W/ OTIIPAB/ISIEMbIM), T.e. IIUPPTEKCT C He ObLT CO37aH BC/IACTBHE TOSIBJIEHUST M
KakK COOBITHS, TOTZA X CJielyeT pacCMaTpUBaTh Kak He3aeucumoe cobbiThe. Eciy MmpearonoxKuTh,
YTO CyIL[eCTBYeT HeKUM aJiTOPUTM A, reHepUpYIOIIKH HIUPPTEKCTHI ¢; TOCPeICTBOM He3aBUCUMOTO
CoOBITHSA X, T.€. C; — A(x), THe ¢; € C, utnipu 3ToM C = C', TOT/Ia B MEXaHHU3Me TeHeparjyy alipuopu
OyZyT OTCYTCTBOBaTh JOTIOJHUTE/IbHbIE CBS3M KPOMe OCHOBHOW CBSI3U B JIMIe COOBITHS X, T.K.
Ck=0 - ¢; & C*. Tenepn, ecmu mnpeanonoxurs obpatHoe: C=C'|JCY rme CK#@, To
CoXpaHeHUe eJUHOM CBSI3U reHepaliyy, B JIMile He3aBUCUMOTO COOBITHS X, CTAHOBUTCSI BO3MOXXHBIM
TOT/Ia ¥ TOJILKO TOT/1a, Korga muppTekcThl ¢; € C* GyayT co3naBaThCsl BMECTe U BC/IeCTBHE TOTO
)Ke anroputMma A, yTo M LIMQPTEKCThl MoAMHOXXecTBa C', MOCpPeICTBOM HMCIIOHEHUsT YCIOBUS:
(c = Ex(m)) if (m # null) else (c = E(v)) — A(x). B pe3ynbrare 3TOro, UCTUHHast CBsi3b (m # null)
VHKAaTCy/IMPYeTCs B He3aBUCUMOM CBSI3U X, U He TIPOSIB/ISIET, TeM CaMbIM, CBOIO MPUPO/TY reHepaljii.

CnepcrBue 3.1. KoHeuHoe MHOXecTBO IMGpTeKcToB C MOXHO paccMaTpyBaTh Kak
pe3y/ibTaT MO3TanHoW reHepauyy noaMHoxects C; = {c;}, C, = {cy, ¢3}, ..., C, = {cy, Coy ..., Cp} W
KaK 3aBepIllieHre CeTeBOM KOMMYHHUKAIUK B 001jemM. Takum 00pa3oM, Mpy BBITIOJTHEHUU YCIOBUH
Hepas3/IMYUMOCTHU U CUCTeMaTUYHOCTHU MHOKeCcTBOM C = C,, nogMHoxecTBa C; S C,, IpOA0/Kar0T
B PaBHOM CTeIeHU Hac/e/l0BaTh UX BBITIOJIHEHUE.

CnepactBue 3.2. [IycTh t ecTb nepuoj reHepaly NopoXKjaeMbIx MogMHOKeCTB C;. B Takom
cjlyyae, t eCThb TakKe BBOJHOE YCJIOBUe W He3aBUCHMOe COOBITHe AJisi aAropuTMa reHeparjuu
mMPTEKCTOB: ¢; — A(t). Pa3 nepuof t 6a3upyercs Ha ajJrOpUTMe A W TIPH 3TOM TOPOXKJEHHE
IU(PPTEKCTOB He CBA3aHO C OTKPBITBIMU TEKCTaMH, TOT/id ero BapbUpyeMasi XapaKTepUCTHKa B
qure cratuuHocTy (t = T) win auHamuuHoctd (t € [I;k]) He crmocoOHa BO3JeMCTBOBATH Ha
KaueCcTBO aHOHUMHOCTH.



CnepctBue 3.3. He3aBrcumble COOBITUS X1, Xo, ..., Xp, IPUBSI3aHHBIE K YYaCTHUKaM 1, 2, ..., n,
Heo0s13aTe/TbHO JI0/DKHBI OBITh MPe/ICTaB/IeHbI OOIIMM KOHCTAaHTHBIM / CTATUYHBIM 3HaUeHUEM = X,
T.K. JaHHbIe COOBITHSI IPUHA/I/IEXKAT B PABHOM CTeTieHH 00I1ieMy K/lacCy He3aBUCUMBIX COOBITHI X.
B pesysibTaTe 3TOr0, A0MyCKaeTCs CylleCTBOBaHNe HEePaBEHCTBA X; # Xj, [IPU TIOOBIX i, j 3HAaUEHUSIX.

ITpumep 3.1. B QB-3agaue nop anaroputMoM A mioHuMaeTcss Q — CTPYKTypa «ouepeb», a
T10/], He3aBUCUMBIM COOBITHEM X HanboJsiee 4aCTO MOHMUMAETCS TlapamMeTp X=t — Mepyuo/] TeHepaLyu.
XOTb t U SIBASIETCS TIPOCTBIM yC/I0BUEeM (hOPMHUPOBaHUS HE3aBUCHMOCTU, OHO BCE >Ke He SIBJISIeTCS
eIMHCTBeHHbIM. Tak HarpuMep, TIOJ, He3aBUCUMBIM COOBITHEM X=N MOJKEeT TTOHUMAThCS
dopmrpoBanue mMppTeKcTa ¢ — A(n) Ha OCHOBE N-020 KOJIMYECTBA TMPUHATHIX MINM(PTEKCTOB
CHUCTEMOM OT APYTUX yYaCTHUKOB. OTCYTCTBUE 3aBUCUMOCTU OT OTKPBITBIX TEKCTOB 3aKOHOMEPHO
MPUBOJAUT K aHAJOTMYHOW TeopeTUUeCKOW [0Ka3yeMOCTH U YKa3biBaeT Ha BO3MOKHOCTb
TIPUMeHeHHUsI CUCTeMOM HEeCKOTbKUX Pa3/TMUHBIX COOBITUM.

IIpumep 3.2. Otnpas/eHve Bcex mmdprekctoB C = {cy, Cy, ..., Cp} CETHU 3a OAUH pa3 Takke
SIBJIIETCSI HE3aBUCUMBbIM coObITHeM x=a: C — A(a), XoTb U CrielfuduuHbIM, T.K. 1) MCK/IIOUaeT
Kakyto Obl TO HU ObUI0O MHTEPAaKTUBHOCTb B JIMI]e 3allpOCOB M OTBETOB; 2) He pacriojiaraet
vHbopMalveli o Tpupojie reHepaluud camoro MHokectBa C. [laHHBIM MHpyUMep WHTepeceH C
TeOpeTUUeCKOW TOUKU 3peHHsi TeM, UYTO C HEeKOTOPOW BepOSITHOCTbIO BCe IIM(PTEKCTHI BO
MHO)KecTBe C 00s13aTeNlbHO JIO/DKHBI OCTaBaThCSl JIOXKHBIMM. B TIDOTMBHOM ciydae, OyayT
HapyIlaThCs Cpa3y [JBa YC/IOBUS: 1) HepasMTMUMMOCTH, T[le W3BECTHbIM OyJeT CTaHOBUTHCS
HepaBeHCTBO CX # (J; 2) CCTeMaTUUYHOCTH, Ie cOObITHe d 6yeT 3aBUCUMO OT OTKPBITBIX TeKCTOB:
A(a) = A(m).

ITpumep 3.3. Hebonbiioe pasnnure anroputMa A TpU TeHepalid WCTUHHBIX U JIOXKHBIX
IU(PTEKCTOB MOXKET HapyLIWTb CUCTeMAaTUYHOCTb reHepaluu. Ilpeamnonoxum, 4rto 3ajaH
CTaTUYHBIN [Iepro/ t, KaK yC/IOBHe JBYX aJITOPUTMOB P, Q, 1 1Ipu 3TOM cama npoLeiypa reHeparyu
mM(PTEKCTOB ¢; 3aHUMaeT TMPOAO/KUTeNbHOe BpeMsi r, Takoe uto 0 <r <t. [lanee, eciu
MIPeJII0/IOKUTh, YTO JIOKHbIE IMIM(PTEKCTbl T'€HEePUPYIOTCSI Cpa3y Ha MOMEHTe OTIpaB/eHUs
(ci = Ex(vi)) < P(t), Torga mwiMdpTeKCT ¢; OTIIPABUTCS CIIYCTs1 BpeMsi paBHoOe t+r. B cBoro ouepejp,
eC/IM UCTUHHbIE COOO1eHNsI TeHepUPYIOTCS 10 MOMEHTa OTIIpaBJIeHus], T.e. CHauasia [OMeLaloTCst
B ouepenb (¢; = Ex(m;)) — Q(t), a muIllb TTIOTOM OTITPABJISIIOTCS, TO BPEMSI UX OTIIPaBIeHUs OyeT
3a/laHO KOHCTaHTOM t Ha crefyrolleM 3Tamne reHepauuu. Takum obpas3om, M3-3a KCIO/Ib30BAHUS
pasHbIX aIroOpUTMOB TreHepaluy, P u () COOTBETCTBEHHO, CHUCTEMaTU4YHOCTb TIeHepaluu
U(PTEKCTOB C; HAPYIIAeTCsl 38 CYET CO3/,ABaeMOU pasHULbl I', XOTb NIPU 3TOM U HCIO/b3YeTCs
ob1ijee, 17151 IBYX arOPUTMOB, HE3aBUCUMOe COOBITHE t.

IIpumep 3.4. Paznuumne mexxay anroputmamu P(t) u Q(t) onpefensieTcs JUIIb OTCYyTCTBUEM
WIM CylllecTBOBaHMeM ouyepegu cooOmieHuid. TeopeTuuecku o0a anropuTMa OCHOBaHbl Ha
He3aBUCUMOM COOBITHM t, HO TpAaKTUYeCKH OHU OT/IMYAIOTCS TeM, uTo npu P(t) reHepauys
VCTUHHBIX LIM(PTEKCTOB OyzeT Oosee 3aTpyAHUTENBHOM, T.K. OHa TMPUBOAUT K PYUYHOMY HX
CO3/laHHIO HA KOHKPETHOM IIepHO/ie BpeMeHH ( 110 IPUYKHEe OTCYTCTBUS MeXaHW3Ma OTJIOKEHHOCTH
cooOITleHi [0 3a[]JaHHOTO YC/OBUSI. AJITOPUTM C ouepefbio Q(t), HAmpOTHB, TI03BOJISET
reHepupOBaTh M COXPAHSATh COOOIIeHHs B 000K MOMEHT BpeMeHHU, BHe 3aBUCUMOCTH OT 33aJJdHHOTO
nepuoza t.



Hanee, B QB-ceTsix mpejro/iaraeTcsi UCIo0/ib30BaHUEe aCHMMETPUUHOW KpunTorpaduu 1o
YMOJIYaHHMIO, ¥ KaK C/Ie[ICTBHE KIHouM k; # ki1 He cBs3anbI Mexy co0oii Hanpsamyro. Tem He MeHee
QB-ceTu BriosiHe CrIOCOOHBI PYKOBO/ICTBOBATLCS UCKTFOUUTETEHO CHMMETPUYHOUM KpUTiTorpadueit
npu Kotopoil k; = kil. B TakoM ciyuae Kmoud OyAyT MpejCcTaB/sTh He KaKJOrO OTe/ILHOrO
ydaCTHMKA CHCTEMBbI U3 N BO3MOXKHBIX, @ HEIOCPeJCTBEHHO CBSI3b MeX/y €€ ydyaCTHUKaMU W3
n(n - 1)/2 BO3MOXXHBIX pébep rpacda (CUCTEMBI), UTO IMPUBOAUT TAKXKe K MTOSIBJIEHHUIO OOIIHUX KTFOUe
BU/a k; = kj 1711 HEKOTOPBIX I, j y4aCTHUKOB. EC/IM B ccTeMe 3a/10)keH MeXaHU3M MapLIpyTH3aLyy,
TO Ji/1s1 pacrdpoBaHUs TIOJTyUYaTesb A0JDKeH Oy/1eT UCTI0Ib30BaTh YKe He O/INH KOHKPETHBIN K/TFH0U
k', a Bce eMy usBecTHbIe Kimouu Ky, ko, ..., k, MoCcpecTBOM MeToza ux repebopa.

HWcronb30BaHre CUMMETPUYHON KPUTITOrPa(Uu MOXKeT TOBBICUTh KPUTITOCTOMKOCTbL QB-net
CUCTeMbl B YCJIOBUSIX TIOJTOTOBKM K TIOCTKBAHTOBOM Kpumnrorpaduud WM B pe3y/bTaTe eé
HaCTYT/IeHUs, T.K. U3BECTHO, UTO COBpeMeHHbIe CUMMETPUYHbBIE aTOPUTMBI C OOJIBIIION ATUHOMN
Kmoua (256 6ut u Gosee) SIBISIOTCS KBAaHTOBOYCTOMUMBLIMU [5, ¢.131], B TO BpeMsi KakK HOBBIE
pa3pabaTbiBaeMble aCHMMETPHUHbIE aTOPUTMbI, C KOHCEPBAaTUBHOW TOUKU 3DEHUSs, MOTYT ObITh
CJIMIIKOM HOBBI, YTOOBI CUMTAThCsl 0e30TacHBIMH, B TOM 4YHC/Ie JAaKe i KIaCCHUeCKUX
KOMITBIOTEPOB.

[ToMumO BCero 3Toro, UCIo/b30BaHre CUMMETPUYHBIX alrOPUTMOB MOXeT cfesatb (QB-net
CUCTEMY He TOJbKO KBAaHTOBOYCTOWUMBOW, HO M abCO/IIOTHO KPUITOCTOWKOW, eCd B KauecTBe
CUMMETPHUYHOT0 anroputMa OyzeT ucrosb3oBaThesi mmdp BepHama [3, ¢.65]. B Takom ciydae
HeoOX0uMO OyJeT pacCuMTaTh MaKCHMa/IbHO BO3MOXKHOE KOJTMUECTBO HCIO/Ib3yeMOM raMMbl I
Ha HeOoOXOJUMBIM TIPOMEXYTOK BpeMeHH P (UMc/io TepuofioB reHepaluy) TPU HUMeIoIeMcs
KosinyecTBe cobece/HUKOB N (BK/THOUasi JIOKHOTO TI0JTyuaTesisi) U /iMHe coobirenus L.

I'=Px(1+N)xL

Tem He MeHee, pUMeHeHHEe MCKIHOUYUTETbHO CHMMETPUUHOW KpUINTOrpaduu 3aTpyAHSeT
TaK)Ke MPHUK/IaZHOe UCTI0Ib30BaHue U PUHOCHUT JOTOTHUTE/NbHBIN Psifi U3JeprKeK:

1. Ycnoxusietcs o01jasi cCTeMa KOJTMUeCTBEHHOTO XPaHeHUsI U PaCIIpOCTPaHeHUsT KITFOUei:
2n B aCMMMeTPUYHOM KpunTorpaduu, n(n - 1)/2 B ciMMeTprU4HO# Kpuntorpaduu [3, c.278],

2. PacimdpoBanye JaHHLIX OyZeT MPUBOAUTL K JIMHEMHOMY IepeGopy BCeX H3BECTHBIX
CHMMETPUUHBIX K/IFouel k;, UTo Mpy Ha/MYMU aCUMMETPUUHBIX K/II0Uei TpeGoBasio IUIb 0LHOr0
karoua k1,

3. IloHu3uTCcsi MoJenb yrpo3 C BO3MOXKHOCTeM aKTHMBHOIO TIOCPeJHHKA TOAMEHSITh
ny6/IMUHbIe KTFOUM IO BO3MOKHOCTHU MaCCUBHOTO TIOCPe/IHUKA MPOCMAaTPHBaTh CeKPeTHbIe KITIOUN
[3, c.80],

4. IMUTOBCTaBKH, B OT/JWYME OT LM(APOBLIX TMOANMCEH aCMMMETPUUYHOIO pasfiena
Kpunrorpaduu, He TO3BO/SIOT OJHO3HAYHBIM 00pa3oM TOATBEP)KJaTh aBTOPCTBO COOOIEHUH
[6, c.46].



2.1. Hegocratku QB-cerent

K coxanenuto QB-ceTn HeHjiea/bHbI U TakKKe 00/1a/]af0T, CBOMCTBEHHBIMU CBOEMY KJIaccy,
npobjieMaMyd YW HeJOCTaTKaMM, psifi W3 KOTOPBIX TPHUBOAUT K OrPAaHUUEHHWIO TPUKJIAJHOTO
WCTIOb30BaHUsI, IPYTOM psifi IPUBOJWT K MpoOsieMaM [JOCTYTTHOCTH CeTH:

1. JIuHeliHasi Harpy3Ka Ha ceTb. B QB-ceTsx Kak[plii OTIpaB/sieT Co00IeHre BCeM C TOU
JIMIIb T1eJTbI0, UTOOBI HEBO3MOXXHO ObIO Cy3UTh 00/1aCTh peasbHONW KOMMYHHMKAIIMMA yUaCTHUKOB
CUCTeMbl. AJITOPUTMOM MapLIPyTH3al[id CTaHOBUTCS cCJiernasi (3a/JMBOYHAsl) MapLUpYTH3aLUs
[7,c.398], BCjieacTBUe uero yBenMueHHe KOJMMYeCTBA Y3/10B CKasbiBaeTcsi auHeMHO O(n) Ha
yBeJINUeHHe Harpy3Ky BCe CUCTEMBI,

2. IlpuBsizaHHOCTH K ouepénHocTu. Kaxkapiii y3enm B QB-cetn Tak wiy uMHauve 3aBs3aH Ha
coOCTBeHHOW 0uepéHOCTH coobmeHn Q, TAe KaXK/[bli Mepro/ BpeMeHH PaBHBIH ¢ IIM(pPOBaHHOE
cooO1rleHe OTIIPaB/IsAeTCs] B CeTb. JTO 3HAUMUT, UTO TOBBICUTH MPOIYCKHYIO CIIOCOOHOCTH y3/1a
BO3MO)KHO JIMIIIb B TPEX CLIEHAPHSX, KXl M3 KOTOPBIX Oy/eT TPUBOAWTL K yBeTHMUEHHIO
HarpysKuy Ha BCIO CeTb:

1. TloBBICUTB pa3Mep Tiepe/laBaéMbIX OTKPBITBIX COOOIIeHU my, my, ..., My,
2. TIOBBICUTb KOTMYECTBO OTIPAB/ISIEMbIX UG PTEKCTOB 3a pa3 Cy, Ca, ..., Cn <« ' Q,
3. TToHU3UTH MepHo/] TeHepaIK COOOIIeHUH ¢,

3. CBSI3HOCTb aOOHEHTOB KOMMYHUKAaIMKA. QB-ceTu He mpe/io/iaraloT aHOHUMHOCTH MEXKIY
y3/71aM{ HeTIOCPeJICTBEHHO YYaCTBYIOIIUX B 001eHuH. CBsi3aHO 3TO B MEPBYIO OUepe/b C TeM, UTO
B QB-ceTsix OTCyTCTByeT Takoe TOHSATHEe Kak mnonumopdusM uHbopmauuu [2, c.62], To ecTb
cocTosiHe MHGOpMaLMK B CUCTeMe MPY KOTOPOM eé BHELLHWI BU/| TOCTOSSHHO MEeHsIeTCs OT y37/1a
K y3/y, Kak [ijid BHYTPEHHUX, TaK W /JI1 BHeITHUX Habsrozmaresnedl. Takoe CBOWCTBO MO3BOJISIET
pa3pbIBaTh CBSI3b MEXY OTIPaBUTE/IEM U TOJyJaTesieM IMOCPeICTBOM Tiepe/ilaBaeMoro 00BbeKTa,
T.e. CaMOi UH(OpMaLUH.

BcnencTBue BceX BBINIENPUBEIEHHBIX HEJOCTaTKOB 00sacTh TipuMeHeHust QB-cereit
CTaHOBUTCsI O0Jiee OTpaHUUEHHOM:

1. V3-3a nMHelHOW Harpy3KW Ha CeTb W TPUBSI3aHHOCTH K ouepénHoctu QB-ceTu mioxo
MaciuTabupyroTcss U MOryT paboTaTh JWIlb B MajbiX rpymnmnax Ao N ydacTHUKOB. Ilpezen
KOJINYeCTBa yUaCTHUKOB OTPaHUYeH MPOITyCKHOM ClTIOCOOHOCTBIO CaMOM CeTH, a TaK)Ke MOIITHOCThIO
y3/I0B TIOCTOSIHHO IIU(PYIOIIMX W Ppaciii@pOBBLIBAIOLIMX HWCXOASALMNA / BXOASAIIUNA TpaduK.
BcnencTBue 3Toro HeJocTaTKa peanu3aliysi CTPUMUHTOBBIX CEPBHCOB U BHUJIE0 / ayAMO 3BOHKOB
CTAHOBUTCSI MO0 OUeHb 3aTPyIHUTELHOM 3aziaueli, MO0 BOBCE HEBBITOJHUMOM,

2. W3-3a cBA3HOCTH aOOHEHTOB KOMMYHHUKAL[UH OTPAHUUYMBAETCS Psifl IPUKJIQZHBIX PellleHr
B KOTODBIX Ba)KHa aHOHUMHOCTh Y3JI0B APYT K Apyry. BciencTBue 3Toro, mosiBasieTcss Haubosiee
peneBaHTHasi kKommo3uiusi QB-ceteii ¢ F2F-ceramu (friend-to-friend), rze ycraHoBneHue
KOMMYHUIIMUPYIOIE CBSI3M MPOUCXOUT ABYMSI aDOHEHTaMH CUCTEMBI, a He OJJHUM H3. JTO He
peilaeT TpoOseMy OTCYTCTBUSI AaHOHMMHOCTH MeXKAy CBSI3bIBAEMBIMHM y3/laMH, HO [IaéT
JIOTIOJTHUTE/TBHYIO 3all[UTy OT HECOTJIaCOBAHHOT'O aBTOMAaTHYECKOTO CBSI3bIBAHUS U Oojiee SIBHYIO
CBSI3b JIOBEPUTE/IbHBIX KOMMYHHUKAIIUH, TTPE/IIO/Iararolly0 UTo HU O/IUH U3 abOHEHTOB He Oyaer
MIBITaThCSA IAaHOHUMU3HUPOBATh APYTOro.



Anropurm 2. ®unbTpanys coobujennii B F2F-ceTsx Ha si3bIKe 1CeBIOKOA

BBO/]: mHodcecmeo Opy3eli F, omnpagumens s, pyHKyus-obpabomuuk h, coobujeHue m
BBIBO/I: obpabomanHoe coobwenue h(m) MJ/IV 3agepweHue anreopumma
if s € F){

return (* 3asepweHue ancopumma *)

}
return h(m) (* O6pabomka coobujeHus *)

2.2. AKTHUBHBIe Ha0/TH/JeHUs

V3 Bcero BBIIIEONMCAHHOTO paHee ObUIO Zi0Ka3aHO, uTo (QB-3azaua HEBOCIIPUMMYMBA K
JIFOOBIM TTAaCCUBHBIM HAOJMIOJeHUsAM. JTO TOBOPUT O TOM, UTO JaHHas TNpobjemMa TpUHAIIEXUAT
KJIacCy 3a/lay aHOHMMHU3allUY C TeOpeTHUUeCKol ZI0Ka3yeMoCThio. B CBOIo ouepesib, TeopeTHUecKast
JTI0OKa3yeMoCThb He SIBJIIeTCS1 abCOMIOTHOM, T.K. CBOJUTCS JIUIIL K PeIleHui0 mpobsieM MacCUBHBIX
HabJIr0/IeHnH, UTHOPUPYS ¥ 00X0/s1 akTHBHBIe. Kak OyieT rokasaHo faiee, QB-3aaua He o61ajaeT
abCoMOTHON aHOHUMHOCTBIO, U MOXKET OBITh YsI3BMMa K KOHKPETHBIM aKTUBHBIM HaOTIOeHUSIM.

Onpepenenue 3. [Tog abcomoTHO [JoKa3yeMod 3aaueill aHOHUMM3ALMKA TOHUMAEeTCs
YaCTHBIN C/Tyyall TeOpeTHUYeCKU J0Ka3yemMol MOJie/u, TIPU KOTOPOM Hasiuure JIFo00ro akTUBHOTO
Habmozparens Yo € O B cucteme X(S, R, O) HUKOMM 00pa3oM He BJIMSIET HAa KaueCTBO CKPBITHS
WUCTUHHOU CBs13U Mexay (s € S, r € R). Ha JaHHbBIM MOMEHT BPeMeHH JIOTIOJIMHHO HEM3BECTHO
CyILIeCTBOBaHKe 3a/jau C abCOJTFOTHO [I0Ka3yeMOoli aHOHUMHOCTBIO.

[Ipeanonoxum, uto B QB-ceTu CylljecTByeT pOJ/ib peTpaHC/IATOpa, CKpbIBarolljas CeTeBble
azipeca abonenToB (IP-agpeca) Apyr oT jpyra rnocpeAcTBOM TepeHaripaB/ieHusi Tpadurka, U Mpu
3TOM CYILeCTBYeT Koorepalusi OJHOTO0 W3 abOHeHTOB C ryiobanbHbIM HabsozareneM. B Takom
cilyuae, 3ajjaua cBsi3biBaHus IP « k; CTaHOBUTCSI TPUBUABHOM, T.K. aDOHEHTY JOCTaTOYHO OyjeT
TI0JIyUMTh OHO MCTHHHOe coobinenue m = Dyl(c) or cobecepnuka, a Janee 1o IOJIy4eHHOMY
mmdpTekcty ¢ = Ei(m) rnobanbHbIN HabOMO[aTe/Tb CMOXKET OTIPe/IeNIUTh TePBOe ero MosiBIeHue,
TeM CaMbIM /IeaHOHUMU3UPOBAB OTIPABUTE/IsI WM TOyuaTesisi (ero ceTeBoe MeCTOIO0JIOXKeHHe).
OTO TOBOPUT O CUIbHOU CBSI3HOCTH abDOHEHTOB KOMMYHUKALMH, U, KaK C/IeICTBHe, 00 OTCYTCTBUM
AHOHUMHOCTH JIPYT K JIpYTY.

CuTyauyio MOXKHO YCIOXKHUTB [ijisi HaOmoaresneli ipy NOMOIIM Z00aBeHUs] KaHaIbHOTO
mM@poBaHusl MeXIy y3/71aMu, Kak 3T0 cjenaHo B Crowds [8]. B TakoMm ciyuae rioGaibHbIi
HabJroiaTesb He CMOXKeT SIBHO CBSI3aTh OTITPaBJ/IeHHOE U MoJlyueHHoe coo01lieHre, TOTOMY Kak OHO
Oy/leT OCTOSIHHO MEeHSITb CBOU BUJ, TIPU Tiepefiaue OT OAHOTO y3/1a K JPYyTroMy:

Eig(m) - Ejp(m) — E(m) - m

Bo BcsikoM cilydae, Takoe CBOMCTBO TUIOXO HCHO/HSIET (DYHKIMIO pa3rpaHUYeHUsi y3/I0B
MeXXy co00¥ K MapIipyTusupytoieid uadopmMarmu m. Beiencteue 3toro, 3a/auei rino6ambHOTO
HabJ/roiaTesisi CTAaHOBUTCSI BXKUBJIEHHE TOAKOHTPOJIBHBIX Y3/I0B B CHUCTEMY PSIZIOM C KaKABIM
IpyruM y3soM. [1pu TakoM clieHapyu HaOutrojaTe/Tb BHOBb CMOXKET JIETKO PelluTh 3ajauy IP o k;.
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Ipyrum criocoboM peltieHds TIpoO/ieMbl  SIB/ISIeTCS TpUlaHue WHGOpPMAIM CBOMCTBA
nosiumopdusma. [TonumoppusaM B aHOHUMHBIX CETSIX yallle BCero JOCTUraeTCss MHOXKeCTBEHHbBIM
mmdpoBaHueM, rje TpU Tepejaye OT OJHOTO y37a K J[APYyromMy TIOCTelIeHHO CHUMAaKOTCs
HajloXKeHHble C/Iou ImMdpoBaHus, Kak Hampumep B Tor [9], I2P [10], Mixminion [11]. Takoe
CBOWCTBO TI03BOJISIET PA3rPAaHUUMBATD CBSI3b aOOHEHTOB JIPYT K JIPYTY, TEM CaMbIM, aHOHUMU3UPYSI
HX:

Ei3(Ex2(Exi(m))) — Exa(Exa(m)) - Ega(m) - m

Texuuuecky, B QB-ceTb MOXXHO BHEZPWUTh MHOKECTBEHHOe IIM(pOBaHue, T.e. MPUAATH
WHGOPMaLIMKM CBOMCTBO TMOJUMOPGU3Ma, uTOObI MMeTh BO3MOXKHOCTH Jlajiee pa3rpaHUuHBaTh
aboHEHTOB KOMMYHHUKALIUU JIPYT OT [Ipyra, U, KakK C/efiICTBUe, UCK/IIOUUTh aTaKy CBsi3biBaHUsA. Ho,
B TaKOM CJIyuae:

1. YMeHBILIUTCSI CKOPOCTh Mepeiaur MH(OPMal1H, T.K. KaXK/[blii MapLLIPyTU3HUPYIOLIUM y3e
J0/bKeH Oy/leT cCoXpaHsThb TIOJTy4eHHOe UM paHee COODIIeHre B CBOIO ouepe/ib,

2. YC/I0XXHUTCS CUCTeMa aHOHHMMHK3allyy B LIe/IOM, T.K. BMECTO OJJHOW 3a/jJaud aHOHUMU3aLi1
= QB OyeT UCIOB30BaThCS YyKe KOMIO3uLvs 3aziau = QB + Onion,

3. Komrmosurust 3agau = QB + Onion o6nazaer psiioM TOHKOCTeH C 0Oosiee C/I0XKHBIMHU
aKTUBHBIMH HabO/moZieHussMu [2, ¢.159], HO BCé Tak)Ke IeaHOHUMU3UPYIOIIUMU A0OHEHTOB CETH.

Teopema 4. [Ipy HanMMUUKM aKTUBHOTO BHYTpPeHHero HabsrofaTtess f;, B posiu cobeceHUKa
y37a i, 3a/jaua aHOHUMHM3ALMX Bcerja OyZeT CBOAUTHCS K COKPBLITHIO CBSI3U MEXIy abOHeHTaMH
KOMMYHHKaLHH.

Joka3arenbcTBo 4. Eciiv ot OT 00paTHOTO U MIPeATIO/IOKUT, UTO 3a/jaua aHOHUMH3aLU
MOKeT OBITh Orpe/iesieHa (aKTOM CKPBITHSI KOMMYHHUKALIUH TIPY HAJIMYMU aKTUBHOTO BHYTPEHHET0
Habmofarens f;, B pos cobeceiHMKa y371a i, TOra Mbl IPU/EM K TIPOTHBOPEUMIO, T.K. aTaKyIOIIUI
NpY  OTIIpPaBJeHUM WM TIOMy4YeHHUU cooOIleHuii oT cobecefHuMKa anpuopu OyJeT 3HaTh
MH(OPMALIMIO 0 TOM, YTO B KOHKPeTHbIe TIPOMEXYTKU BpeMeHH t;, b, ..., t,, IPUCYTCTBOBa 0OMeH
VCTUHHBIMU TEKCTaMH My, My, ..., My, @ IOTOMY ObUT HapyllleH caM (akT CKPBITHSI KOMMYHHUKALIN
cobecesnuka i. B pesynbraTe, 3ajaua [jeaHOHWMM3allMM HAuMHAeT CBOJUTHCS K TIOUCKY
KOHKDETHOM CBfI3U, a He K Ha/IMUMIO (paKTa CyIeCTBOBAHUS STOW CBS3U.

Hanee, eciy npeAnosioKATh CLieHapyuld ataku Ha QB-ceTh mpu KOTOPOM B KPYTy Apy3ei
F ={fi, fo ..., fn} yuacTHuka i OyZeT CyllecTBOBaTb 3/I0yMBIIIIEHHUK f; B POIM AKTHUBHOIO
HabJ1ro1aTeIsi CIIOCOOHOTO OTIMPABJIAThL 3aMpOChl M T0Jy4YaTh OTBETHI OT i, TOT/IAa MOZE/Ib aTaKu
OyZieT CBOAUTBLCS K aHalu3y COCTOsiHUSA ouepenu Q;. IlpeAronoxuiMm [anee, YTO YYaCTHUK i
BBICTABMJ/I CTaTUYHBINM Nepro/, reHepalluy cooOLeHuld paBHBIN t;. B Takom ciydae f; cmoxer B
onpeJieNéHHble UWHTepBaabl BpeMeHu {t';, 2t';, ..., nt';}, 3aBUCHMble OT Tepuoja BpeMeHU
t; = (kt';=kt;+x), 20e x € [0;t;), OTHPaBAATEL 3aMpoC Ry, YUAaCTHUKY i C 1[e/IbI0 aHa/Iu3a BPpeMeHH
otBeTa. Ec/ii OTBeT, Mo/TyueHHBIH 1ocie 3arpoca Ry, Oy/eT reHepupoBaThCs B ivara3oHe dt;, 20e
d > 1, To 310 OymeT o3HauaTh (PaKT peasTbHON KOMMYHHUKAI[UM YYaCTHHWKA i C KeM JM0O0 B CeTH B
MHOKecTBe miepuogioB D = {(1+k)t;, (2+k)t,, ..., (d-1+k)t;}, T.K. nist oTBeTa moTpeboBasicst Gosee
yeM oziviH riepuo/,. Ecmu ke d = 1, Torjja yuaCTHUK i HU C KeM He KOoorepupoBas B riepuof, (1+k)t;.
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Takum 00pa3oMm, BLIIIEOTIMCAHHAs aTaka CHIKAaeT KauecTBO aHOHMMHOCTU QB-certeli ¢
COKpBITHSI (haKTa aKTUBHOCTH /0 COKDBITHSI KOMMYHHUKAI[MOHHOW CBSI3U MeX/y abOHeHTaMu.
VHbIMM CIOBaMHM, TIPM TaKOM aKTUBHOM HaOJIIOIEHUM Teriepb CTAaHOBUTCSI BO3MOXKHBIM
oripeZie/ieHHe COCTOSTHUSI CyOBeKTa B JIHLIe OTIPABJIEHUS] UK TIOyueHUsI ICTUHHBIX COOOIIeHHH,
HO 10 CUX I10P OCTArOTCS [0/, BOIIPOCOM CJIeyIOLLie MOMEHTHI:

1. C xakuMH y3/71aMH 0011]asICsl POC/TYIIMBaeMbIM YUaCTHHK i B MHOXKeCTBe TeprozioB D?
2. SIBnsincst 1M IPOCIyILIMBaeMbll yUaCTHUK | THULIMATOPOM 3aripoCoB MpY MHOKecTBe D?
3. MoXXeT /i1 y4aCTHHK | HAMepeHHO TeHepHUPOBaTh JIOXKHbIE COOOIIeHHS B POJIA UCTUHHBIX ?

[Manee, ecnmu AOMyCTUTH CUTYalL[MI0 TP KOTOPOW y Kaxzoro y3ma i € {1, 2, ..., n}, He
OTHOCSIIErocst K HaO/mojaTesisiv, B Ipy3bsix Oy1eT MPUCYTCTBOBATh KAK MUHUMYM O/IMH aKTUBHBIM
Habsozparens f; € {fi, f>, ..., fn}, TOT@ IepBast 3a1aua MOXKeT OBbITH pellieHa TPUBUAIbHBIM 00pa3om,
NpYU YCJIOBUH, UTO aTakyrolje OyAyT HaXOAWTbCS B Koomepauuy, T.e. Vi, j, fi = f, a yuacTHUKU
Oy/lyT WCIO/Tb30BaTh THUI CBSI3U «3allpOC-OTBET». B TakoM cyiyuae Oim3Kasi K OJ[HOBPEMEHHOU
3arpy’>kKeHHOCTh ouepeau (d+x)t, ede d > 1, x € {0, 1, 2} y HECKOJIbKUX YYaCTHUKOB CeTH i OyeT
CBUJETeIbCTBOBaTh 00 OrpaHUYeHWM TIepBOHAUAJILHOTO MHOXECTBA HAO/IOZEHUsT 3a CUET
pasziesieHysl y3/10B i, j 110 3aro/IHeHHbIM Q; # & 1 nycTeIM Q; = & ouepejaMm.

PemieHue BTOpO# 3alauM MOXKeT 0a3MpoBaTbCS Ha YCJIOBUSIX TIepBOM, Korja Oyper
CYII[eCTBOBAaTb MHOKECTBO AKTHBHBIX M KOOIEpUPYIOIUX HaOmogatene f; € {fi, fo, ..., ful,
YYaCTHUKH OyIyT UCIOJB30BaTh THIT CBSI3U «3arpoC-0TBeT». B TakoM ciiyuae, /i/1si TIOMCKa OTBeTa
HabJroiaTesisiM MoTpeOyeTcs BLISB/IATH (PAKT Hauasia KOMMYHHKAIMK Y BceX y3oB i € {1, 2, ..., n}
MOCPe/ICTBOM Tlepexo/ia COCTOSIHUSI Odepe/ld M3 IMyCTOrO B 3arosiHeHHoe: Q; =0 — Q; % J.
[TepBBIii  y3€s, OCYIIECTBMBIIMN TakKOW TIepexof, C Oosiblieli BepOSITHOCTBIO CTaHOBUTCS
VMHULIMaTOPOM 3arpoca.

PereHue TpeTbeli 3alauu sIB/IsIeTCS Hanbosiee TPYAOEMKUM C TOUKU 3peHuUst HabmmojaTened,
T.K. BO-TIEPBBIX, OHO CB3aHO C pelleHuWeM 3aJaud HepasIMUMMOCTH IIU(PPTeKCTOB Pg), uTo
SIB/ISIETCSl BBIUMC/IUTENIBHO TPY/AHOM 3a/laueli, BO-BTOPbIX, OTCYTCTBHE pellleHHs] TPeThel 3ajauu
YC/IOXKHSIET BbISIBJIeHWe 3aKOHOMEpPHOCTel MepBbIX ABYX 3a/ay, MOCPeACTBOM CKDPBITHSI TOUHOTO
COCTOSIHUSI ouepeZieid y aODOHEeHTOB KOMMYHMKaU «Q; = @?». XOTh Takas 3a/lada U CBS3bIBAET
cebsi C 3alaueil Hepa3IMUMMOCTH, OHAa €l He TOXKAEeCTBEHHa, T.K. IOMUMO Heé TPUCYTCTBYeT U
3a/jaua CUCTeMaTUUHOCTH P(s). BeneacTBre sToro, uTobb! JoKasaTh 6e30MmacHOCTb TpeThell 3afauy,
Heo6X0/IMMO CBeCTH eé CJIOKHOCTD K 3ajaue JeaHoHUMU3aLuu P ). Ho 5To HeBO3MOXKHO, T.K. OTBET
HaOJTI0jaTe o caM JKe U CTAHOBUTCS TIPOLIeAYPO HapyIIeHHs He3aBUCMMOCTH COOBITHS X B 3a/jaue
CUCTEeMAaTUYHOCTH. 3a CUéT 3TOro, Hab/MoAaTe/lM MOTYT OBITH YBEpeHbI, UTO B MOMEHT OTBeTa dt;
YUaCTHUK i He MOT TiapaJijieJlbHO OTBeuaTh Jpyromy aboHeHTy. Takum oOpa3om, TpeThbs 3aJjaua He
criocobHa /jaTh rapaHTH aHOHMMHOCTH W TOCPeACTBOM 0osiee [UTeNBHOTO HAOMIO/eHUST BCE
TaK)Ke MO)KET MPOSIB/ISATH MaTTePHbI, CBOMCTBEHHbIE PelleHuI0 TIepBO 3a/jauu.

[TpobGsieMy MOXXHO peIvTh pacliupeHreM KosdectBa ouepesieli Q —{Q, Qo ..., Q,} Ha
O/JTHOM Yy3JIe C UX TIPUBSI3KOM K abOHeHTaM KOMMYHUKaluu i € {1, 2, ..., m}. [Ipx 3TOM, KOJTUYECTBO
ouepefieli TO/DKHO OBITH aripoOpU 3alaHO CTAaTUYHBIM 3HAUeHWeM N, YTOObI HEBO3MOYKHO ObILIO
BLISIBUTH KOJIMUECTBO CBSI3aHHBIX [Ipy3eil m, T.e., KOJIMUECTBO Apy3el m Bcerja J0/DKHO UMETh
cpaBHeHMe: m < n. B pe3ynbrare, paciivpeHue ouepefieil NpuBeAET MO0 K TOBBILIEHUIO
KOJIMUECTBA OTMPABJISEMbIX IIHUGPTEKCTOB 3a pa3: Ci, €2, ..., Cn «' Q1, Qo ..., Qn, mibO K
TIOBBIIIIEHHIO TIepHO/ia TeHeparvy MIM(PTEKCTOB: ¢; « ™ Q;. DTO, B CBOI uepén, OymeT SBIATbCS
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rapaHTyvel / ;oKa3aTe/bCTBOM TOTO, UTO aKTUBHBIN Hab/TF0/IaTe/ b He CMO>KET TOBJIMSITh Ha OUepe/b
coo01rieHrH pyrux abOHEHTOB, T.K. BCE €ro /IeHCTBUS OyAyT NMPUBSi3aHbl U OTPaHUYEHbI O/IHOU
HerepeceKarollencst ouepesibio.

2.3. CpaBHeHue C JpyrumMH 3afjayaMu

[To cBoum xapakrepuctukam QB-3asjaua Hanbosee 6m3ka Kk DC-3azaue u3-3a cieyrommx
0CcoOeHHOCTel: TeopeTHUeCKH JloKasyeMasi aHOHUMHOCTb, I1ePUO/JUUHOCTh FeHepaliiy COO0IeHUH,
NIPUHA/IJIE)KHOCTb K BTOPOMY BEKTOPY pa3BUTHSI aHOHUMHBIX KOMMYHHUKaL [2, ¢.71], c/1I0)KHOCTh
MacirrabupoBanus. Otmmuns QB ot DC-ceTeld, ¢ IONMOKUTETBHOW TOUKH 3pEeHUs], IIPUCYTCTBYIOT
C/lefyrolye: epuogUUHOCTb reHepalyd MOXKeT UMeThb JMHAMAYHYIO BeJIMYMHY, aHOHHMHOCTb He
3aBUCUT OT BBICTPOEHHBIX CBsi3ed C JIPYTMMH Y4YaCTHHKaMH, Oosiee TpocTasi MpOrpamMMHast
peanu3anysi. HeraTwBHOe OT/iMuMe OIpejiesisieTcsi OTCYTCTBUEM MoiauMopdur3Ma HMHpOpMaLu.
Bonee pmetambHoe W 006iee cpaBHeHWMe QB-3aziauu C APYrUMM 3aJjauaMM aHOHHMMH3AI[UM Kak
TeopeTUYeCKUMH, TaK U MPaKTUUeCKUMHU Tpe/icTaByieHo B Tabauye 1.

QB EI DC Onion Proxy
Teopernueckas J0Ka3yeMoCTh + + + - -
HakonutenbHbIi 3()¢eKT aHOHUMHOCTH - + - - -
IMonumopdusm undopmanuu - + + + -
BeposTHOCTHasA MapuipyTH3aLus - + - +/- +/-
ITepHoAUYHOCTH reHepaliu CO00IeHu +/- - + +/- +/-
He3aBHcMMOCTb aHOHUMHOCTH OT CBsI3el + - - - -
ITpocToTa MaciITabMpoBaHus - - - + +
IIpocToTa MporpaMMHoO# peau3anuu’ + - - +/- +
Craausa aHOHUMHOCTH 5A 6 1A 4 unmu 6 3
CeTb-nIpeiCTaBUTE/Tb Hidden Lake - Herbivore Tor Crowds

Tabmua 1. CpaBHeHue 3a/1a4 aHOHUMHU3aI[UH

3. ®ynkuusa mudpoBaHus

Kak Obl7io paHee moka3zaHo, QB-ceTu 3aBUCHMBI OT KauecTBa (yHKUUU E W Karoued Kk,r
mm@poBaHusi. KauecTBo kiitoueli muUQpoBaHus orpe/iesisieTcs B epByro ouepeb kKauectBom I'CHU
(reneparopom ciyuaiiHbix uucen) u/unu KCITICY (kpuntorpadvuyeckyd CTOWKUM TeHepaTOpOM
TICeBAOCTyUaliHbIX yKces1). AHa/lM3 TaKOBBIX TeHepaTOPOB CJIOXKEH IO TMPUUMHEe pas3HbIX cpefl, B
KOTODPBIX OHH MCIIOJIHSIFOTCS, U CPEe/ICTB, KOTOpbIe OHU 3a/leHiCTBYIOT B XO/le CBOEr0 BBIMIOJTHEHUS

2 XapakTepucTHKa CI0)KHOCTH MOXKeT ObITh Orpejie/ieHa KOJMUYECTBEHHBIM COOTHOLIEHUEM CYyMMbI
YCIEIIHbIX TTACCUBHBIX / aKTUBHBIX HAaOJIFO/IEHNH K CyMMe HeoOXOAMMBIX TIPOLeAyp /st PeAOoTBpaleH s
OT TakOBbIX Habmogenuid. Eci cymma mipolieyp orpefiensieTcsi HeOO/IbIINM YKC/IOM, TOTJa MPOCTOTa
MPOTrpaMMHON peanu3aniiu 0yJieT MUHUMaJTbHA, UTO, TeM He MeHee, He TOBOPUT 00 UTOTOBOM 6e30TMacHOCTH
CeTH, T.K. Majioe KOJIMYeCTBO TIPOLIEAYP MOXKET CBH/IETe/NbCTBOBATh U 00 OTCYTCTBUU TIPUHUMAEMBIX Mep
TIPU JIMKBU/IAIIUK YCIeTHbIX HabOmoZeHuid. B TakoM ciydae, MPOCTOTa MPOrpPaMMHOM peau3aldid MOXKeT
OBbITb He TOJIBKO CJIe/ICTBHEM BLICOKOH 6€30MacHOCTH, HO U CJIeICTBUEM TIOHM>KEHHOH MO/IeNN yrpo3.
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[6, c.190]. ITosTomy ucxoAs u3 JOTWKKA abCTparMpoBaHWs MbI OyzieM Jajiee TpeJIionarathb, 4to
K/IFOUM TeHepUPYIOTCS KaueCTBeHHbIM M 0Oe3omacHbIM 00pa3oM, (OKycHpysiCb TeM CaMbIM
VICK/TFOUMTE/ILHO Ha JIOTHKe UCTO/THeHUsl (yHKLUY 1H(POBaHusl.

E privapubB)(M) = E"K(E"priva pubs)(M))

®yHk1iusa mudpoBanus B cetd Hidden Lake cocTouT u3 ABYX 3TaroB, KaXKAbll U3 KOTOPBIX
BBINIO/IHSAET CBOKO TOYHO 3a/aHHyr0 posb. [Ilepseiid  3tan  E'privapuss) CBOJUTCA K
HerocpeJiICTBEHHOMY U IIePBUYHOMY HIM(POBAHKIO JaHHBIX C LIe/TbI0 UX COKPBITHSI OT TOCTOPOHHUX
JILI, UCTIONB3YsI [T 3TOTO TUOPUAHYIO cXeMy IUGpPOBaHUs (aCUMMeTPUUHas + CUMMeTpUUHAast
kpunrorpadus) [2, c.125]. Bropoii s3Tanm E"; CBOJUTCA K pa3fiefleHHI0 HeCKOIbKUX ceTel
ToCpeZiCTBOM TTPUMeHeHHsl Pa3HbIX KIrouell 1M poBaHus (CeTeBbIX KIroueit).

3.1. ITepBbIii 3Tan mWMppoBaHUA

E'grivapubs)(m) = (Epubs(k') || Ex(H(pubA) || s || m" || h || Spriva(h))),
h = Hyac)(pubA || pubB || m'), m' = f(m), k' = [RNG], s = [RNG],

20e k' - ceaHCOBBIM K/IOu IIHGPOBAHUSA pacCUATAHHBIM HAa OJHO cooOIieHWe, S -
Kpunrorpaduueckasi Cojib, paCCUATaHHas Ha OJJHO COODIIleHHe, M - OTKPBITOe cooOIeHue, pubA,
pubB - yG/IMUHbBIe K/TFOUW YUaCTHUKOB A, B COOTBETCTBEHHO, PrivA - IPUBATHBIN K/THOU y9aCTHUKA
A, h - pe3ysbTaT XemuMpoBaHus, S - QyHKIUS ognucanus, [ - GyHKIMS JOTIOTHEHUST COOOLeHHUS
[0 KOHCTaHTHOM BermuuuHbl, H — ¢yHkuus xewmpoBaHus, Hyac — GYHKUMS BbIUKC/IEHUS
MMUTOBCTAaBKH Ha Oa3e xemr-¢pyHKun H. B 3T0li cxeMe mipeArosiaraeTcsi, uto A - eCTb OTTIPABUTE/Tb
vH(popMalu m, B - ecTb monyuaTens JaHHOM MHGopMaLuu. be3onacHoCTh AaHHOM (YHKLUM
3aBUCUT HETIOCPe/ICTBEHHO OT MyOinuHoro Kmoua wmvdpoBaHus pubB, KOTopbiM mMdpyeTcs
TOC/IeYIOLUH ceaHCOBbIM Kmtou k', oT KauectBa ['CY / KCI'TICY kKoTOpBIM OBIZT CreHepupoBaH k',
Y Takke OT OGe30macHOCTU caMux QyHKLMI mudposanus Ep, g, Ej.

JaHHasi cxemMa WHTepeCcHa TeM, UYTO OHa CKpbiBaeT BCHO MHGOpPMaLMi0 B IIMGPOBAHHOU
000/10uKe, HETIO3BOJISIONIEN OCYIIeCTBASATh aTakKd Ha WAEHTU(PUKAIUIO OTIIPABUTENS WM
nonyuvatens. Tak Hampumep, ecnu Obl xell-3HaueHue h ¥ MoAnmUCh Spriva(h) He HaxozumMCh B
mmmdpoBaHHOM 6/10Ke Ej, TOTja Oblsia ObI BO3MOYKHA aTaKa aHa/iv3a MmMuGpOBaHHBIX COOOITIEHNH T10
yKe HMMelolLeMycsi CIUCKYy NyOnnuHbIX Kmoued {pub;, pub,, ..., pub,}, TpoBepsiOIIUX HX
ayTeHTUYHOCTb Vpubi(Spriva(h)) = h. Janee, eci 6b11a 661 M3BecTHa KpUnrTorpapuyeckas Coib S U
xelll-3HaueHWe h, TO MOXXHO ObUI0 ObI cocTaBUTh Tabully Haubosiee YaCTO BCTPEUAIOIIUXCS
cooOienuit {mj, my, ..., My} C pa3MMUHLIMA KOMOHHAIUSIMM YUaCTHUKOB i, j U3 MHOXKEeCTBA BCEX
y3710B ceTd N 110 paBeHCTBY Hyaces)(pubi, pubj, f(m;)) = h.

[Tntoc K 3TOMy, ZlaHHasi CXeMa SIB/ISIETCSl CaMO/J0CTaTOuHOM [2, c.121] Ha ceTeBOM YypOBHe
pabotel QB-ceTeii B KOHTEKCTe 3a/lMBOUHON MapUIPYTH3alli{, TIOTOMY KakK I103BOJISIE€T
obecrieunBaTh HAEHTU(GUKAIMIO CyOBEKTOB JIMIIL W TOJBKO TPU TIOMOIIM aCUMMEeTPHUUHOMN
kpunitorpadguu. OnpesenuTh OTIPaBUTENs COOOILeHUsT CTAaHOBUTCS BO3MOXXHBIM TIOCPE€/ICTBOM
KOPPEKTHOTO pacIiu(pOoBaHus, T.e. IPU YCJIOBUH, KOTa ToJIyuyaTe/b IH(POBaHHOTO COOOIIeHHs
pacrionaraeT Hy>KHbIM NIPUBATHBIM K/TFOUOM.

OTar mnpejronaraet, 4Yto coodiieHue f(m) UMeeT CTaTUUHYIO BeMUWHY. MIHBIMM C/i0BamMuy,
IIPY KaXJOM BbI30Be (QYHKUMU WHUGPOBAHUA E'(privapubp), A1 BCEX m;, m; U3 {my, my, ..., My}
cobstoziaeTcst JyiMHa coobulenust L or ¢yHkuuu [, takas uro [ = I(f(m;) = I(f(m)) = L. Oto
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CTAaHOBUTCSI BO3MOXKHBIM 3a CYET TMpoLelypbl TPEeINpoLecCHHra f, OrpaHUYMBAIOLIEH JIUHY
BXO/IHOTO COOOITIeHUsT BeJTMUMHON L, Y JOTOHSOIIEH AJTUHY BXOAHOTO cooObienus 1o L. Ilenbto
TaKOM TpOLeypbl CTAHOBUTCS 3allJUTa OT aTak I0 aHaau3y pa3Mepa COOOIeHWH, MPU KOTOPBIX
MOYKeT BBISIB/IATBCSI CTPYKTYypa TepesiaBaeMoro coobiienus. Harpyumep, 3arpock! yairie BCero 1o
pa3Mepy MeHbllle UeM OTBeThl, Tlepe/laBaeMble BHe0 WU ayAuo -(aibl yacTo 1o pasmepy
Oosbliie, yeM O0OBIYHBIE TEKCTOBBIE COOOIL[eHUSs], CUCTeMHbIe / aBTOMAaTHUeCKHe 3arpoChl MeHbIIle
T10 pa3Mepy, YeM BPYUHYIO BbITIO/IHEHHbIe U T.J [12].

[Tpeamnonaraetcsi TakKe, U4TO y TOJydaTesisi M(PPTEKCTa CYIIECTBYET CITUCOK MyOJTMUHBIX
K/IF0Uel U uXx Xxewleid B opmare cioBaps, T.e. H(pub;) « pub;. I1pu ycnemHoM pacuigpoBaHuu
TN0JIb30BaTe/b MoJlyyaeT nepefiaHHoe 3HaueHre H(pubA), rmocse yero neiTaeTcsi COOTHECTH ero C
VMEIOIIUMCST TIyO/TMUHBIM K/TIouoM B cjioBape. Ecmu mybmmuHoro kimoya pubA B ciioBape He
HaXOJWTCS, Torja cooOIieHre UrHopupyeTcs. MHadue Oepércsi MyOMMUHBIN K/IIOU OTIIPABUTEJIS
pubA, cobcTBeHHbINM MyO/IMYHbIN KTtod pubB, KpunTorpaguueckasi Coyb S, CO001eHre m' U UMU
IIPOBepsieTCsl KOPPeKTHOCTD T0/TyUeHHOU Xelll-CyMMbI h = Hyaces)(pubA || pubB || m'). Ecnu cymma
HeBepHa, Torjja coobirieHre UTHOpUpPYyeTcs. VHade 1o yOyinyHOMY Kiitouy pubA v monmyueHHOMY
3HaueHUI0 Spriva(h) HauMHaeTCs TNpoBepKa KOPPEeKTHOCTM Ludposoi noarmucd. Ecam nopnuce
Ba/IMHa, TOra coolbiienue m' qekogupyercs f1(m') - m u npuHuMaeTcs. B mpoTUBHOM ciyuae,
coo011jeHre ITHOPUPYeTCSl.

OpHOBpeMeHHO C O0COOEHHOCTBIO CKpbITUsS WH(pOpMauu B IM(POBaHHOU 000I0UKe,
BO3HMKaeT U rpobsiemMa MpOBepKU KOPPEKTHOCTU COZEP>XKUMOT0 MIM(PTEKCTa, T.K. Xelll-3HaueHue
W TOANMCh BHYTPEHHE WHKAICY/MPOBaHbl. Il TOro, 4YToOBI YCIEIIHO MPOBATUIUPOBATh
mmdpoBaHHOe cooOilleHHe, HeoOXOJWMO TIPOU3BECTH [IOTIOJIHUTE/NILHO JIBe  OrepaLuu
paciimdpoBaHis — TMPUBaTHbIM W CEaHCOBBIM KI/IHOUOM, UTO SIB/SIETCS pPeCcypco3aTpaTHLIM
JlefCTBUEM, NTPEeUMYIeCTBeHHO M3-3a UCI0/Ib30BaHUsl aCUMMETPUYHOIO airopruTMa.

3.2. Bropoii 3Tan mudgpoBaHus
E"(m) = Ep(h) || h [| m),
h = Hyacgy(m),

ede k - krou cetH, p - GYHKLMS [JOKa3aTeIbCTBAa paboThl, h - pe3y/bTaT XelIMpoBaHusi, m -
OoTKpbITOE coobijeHne. PyHkiums npuzaepkuBaetcs MtE mogxoma (MAC then Encrypt), rae
cravasa Beruncisercss MAC (Message Authentication Code), a sanee coobiijeHre m, MoTy4eHHBINA
Ko7 h v nokasarenbcTBO p(h) mmdpyrorces pyHKLuen Ey.

JanHblii 9Tan mndpoBaHUs BBITIOMHSIET OFHY 3aZlau — pasrpaHUuUMBaTh pas3Hble CeTH TI0
K/II0Uy ceTh K, 4yToObl MX He/lb3s ObUIO CAUTH B OfHY OOIIyI0 cuCTeMy. ODTO [JOCTUraeTCst
NPeMMYILeCTBEHHO 3a CUéT (PyHKIMH JoKa3aTenbCTBa paboThl p, T.K. M3-3a Heé CTaHOBUTCS Oonee
3aTpaTHBIM Iepelr(poBbIBaThL BeCh TpadrK HarpaB/ieHHbIA U3 OHOM CeTH C K/IH0UOM K; B IDYTYIO
CeThb C KJIFOUOM Ko,

dyHKUWMS AoKa3aTeabCTBa paboThl p onpefesnsieTcs anroputmoM proof-of-work (PoW) [13],
/e 1751 KOHKPETHOTO Xelll-3HaueHust h HeoOX0JMMO HAWTH TaKoe YMCIIOo i, UTOOBI pe3ysbTar h; =
H(h || i) mpeacTaBnisin coboii GUTOBBIN BEKTOP C OTpe/1e/IEHHO 3a/laHHbIM N-bIM KOJTUUECTBOM HYJIeH
B KauecTBe rpedukca, npumep 00000000(n)...11001010. Yucio n UMeHyeTCsl CJIOXKHOCTBIO paboThI.

CTOUT TakKe 3aMeTHTh, UTO K/IOY IIM(POBaHUS K MOXKET ObITb OTKPBITBIM I1apaMeTpoM,
eC/IM OTCYTCTBYyeT HeoO0XOJMMOCTb B (DOPMHUPOBaHWM KOHKDETHOM TpyNIbl y3/10B C 0OIIMM
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cekpeToM. B TakoMm ciiyuae, ceTeBO# K/IFOU k CTAaHOBUTCS TTPOCTO 0OIIIeM3BeCTHONM HACTPOUKOM /ISt
pasrpaHUyYeHUst CeTeu.

[Moaxon Encrypt-then-MAC (EtM) He ripuMeHsieTcsl B cxeMe IU(poBaHUsSI BTOPOT'O 3Taria o
JIBYM TIpUYUHAM:

1. Wcnionb3yeTcst OAWH KJItou K /iJis 1M(poBaHus U ayTeHTU(hHKAL[UM BMECTO [IBYX K/Itoueit
ki, ko nnst aTUx 3agau. Eciv npuMeHUTh B 3TOM cutyaruu noaxof EtM, Tora Ha OAWH U TOT Ke
K/Ttou k OyZieT OTKPBITO /IBa BeKTOpa Harla/leHHsl, BMECTO OJHOr0. DTy TIpo0/ieMy MOKHO ObIIO ObI
pellUTb TPU TOMOIM ucrosb3oBaHuss KDF (yHKiuM dhopmupoBaHusl Kitoueir), KoTopasi Obl
TO3BOJIM/Ia U3 OJIHOTO K/TF0Ua CO3/1aTh HECKOJIBKO. TeM He MeHee 3TO YC/IOKHHUT OOIIy0 CXeMy
U(POBaHUs, a TaK’Ke OTKPOeT JJOTIO/THUTe/TbHBIM BeKTop HarnazieHus Ha camy KDF,

2. YuuTbIBaeTCs NPUHLMI XOPTOHA: «ayTeHTU(PULMPOBATh HY>KHO He TO, YTO CKa3aHo, a To,
yTO UMeeTcs B BUAY» [6, ¢.130]. [Tpu ycrnemiHoi atake Ha pyHKIMIO Bhiurcienuss MAC B noaxoze
EtM, 6o npu HeTpaBUILHOM pacmipe/ie/ieH|H Kimouei k;, k; MOJKeT BO3HUKHYTh CUTYaLUsl KOr/ia
ayTeHTH(UKaL¥s Oy/eT BbIJABaTh MOJIOKUATE/TBHBIN pe3y/bTaT Ha MM(pPOBaHHOe COO0IIeHre, HO
cama mporeaypa pacimvdpoBanus OyzeT HeKoppeKTHOW. Eciv coobmieHne mpescTaBisieT co0oi
XaOTUYHBIA HAOOp OUTOB, TO MBI HUKOT/]a HE Y3HaeM ero UCTUHHOCTb.

Y noaxoga MtE 6e3yC/I0BHO CyIIeCTBYeT HeIOCTaTOK B TOM, UTO Iepe]| TeM Kak IIPOBEPUTh
1[eJIOCTHOCTb U ayTeHTUUYHOCTh MH(popMaluu Heobxoqumo eé pacumdposarts. Y noaxoga EtM
Takol pobieMsbl HeT. BesieicTBYe 3TOr0 661 TaKXKe ChOPMUPOBAH MPUHLIUI KpUNTOrpadrueckoi
obpeueHHOCTH Map/MHCTIAMKOM, KOTOPBIMA TJIACUT: «EC/U Bbl BBIHYK/I€HBI BBITIOJIHUTE JIO0YIO
KpUITorpaguuecKyro oreparjiio 0 NMpOBepKHM MMUTOBCTABKH IOJIyYEHHOT'O COOOIIeHHs, TO 3TO
TaK WIM VHaue, HO Hen30eXXHO TpUBeJeT K POKOBOMY KOHIy» [14, c.93]. [laHHBIN NpUHLIUI
TIPOTHBOTIOCTAB/ISIETCS] TIPUHLIUMITY XOPTOHA, KOTJA pedb 3aXOAWT O BbIOOpE OHOTO M3 [BYX
noaxogoB: MtE nwm EtM. Tem He menee Bbibop EtM o00yc/ioBrieH emé Tem, 4TO TPUHLIUI
KpurTorpaguueckoii 0OpeueHHOCTH HapyIlaeTcsl Takke Ha MOMEHTe IepBOro, M Kyza Oosee
3aTpaTHOrO, 3Tarna Mu(poBaHUsl.

4. CeTeBoe B3aUMO/IeliCTBHE

Hanmnuue QB-3aaun npeiosiaraet, uTo KakJoe OTIpaB/sieMoe coobirieHue B ceTu OyzeT
[OCTUraTh Bcex eé y4yacTHMKOB. IIpy 3TOM B Takol 3aZiaue HUYEro He TOBOPUTCS O TOM, Kak
coobijeHre OyneT AOCTUraTh y3/10B TIPU OTCYTCTBUU CBSI3M «BCE-KO-BCEM», KaKOW ITPOTOKOJI
riepesiaud JJaHHBIX OyZieT MCIOIb30BaThCs, KaK AOJDKHBI PaboTaTh MPUK/IAJHBIE TIPUIOXKEHUS B
TaKOM MO/IeJH, KaK JielleHTpa/IM30BaHHas CTpyKTypa Oyzer o6xogute NAT B cetu VIHTepHeT U T.1I.
Bce 3T BoOTIpOCH! TPeOYIOT [OTOTHUTENBHOTO TIOSICHEHUs] MCXO/sl U3 KOHKDETHOW peasn3aliu
CeTeBOro B3aUMO/IeUCTBUSI.
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4.1. MuUKpocepBHUCHas apXMTeKTypa

Anonnmnas ceth Hldden Lake, kak mpuioxkenue®, npezcrasiser coboii Habop CEpBUCOB,
KKl M3 KOTOPBLIX BBIMO/HSET CBOIO KOHKDETHYIO 3ajauy [15]. Beibop MHKpOCepBUCHOM
apXUTeKTYypPhl, B IPOTHBOBEC MOHOJIUTHOM, OB Cie/iaH C yUéTOM CJIeIVIOIIMX aCleKTOB:

1. MuKpocepBHCHasl apxXUTeKTypa T03BOJIsIeT YIIPOCTUTh U [ielleHTpa30BaTh pa3paboTKy
NIPUK/IaJHbIX CEepPBUCOB, Oslarofjapsi uemMy CTAHOBUTCS BO3MOXKHBIM TIPUMEHEeHHe PpasTh4YHbIX
SI3bIKOB TIPOTPaMMUPOBAHKS ¥ TEXHOJIOTHH MTPY pean3aliii COOCTBEHHBIX TIPUIIOKEHNH,

2. MuKpocepBUCHasi apXUTeKTypa I103BOJISIeT Ppa3/ie/iiTb OTBETCTBEHHOCTb CEPBUCOB K
obpabaTbiBaeMOi WM XpaHUMOW WHGpOpMaLuH, Omarojaps 4yeMy MpH YCIOKHEHUH CHCTEMBI,
KOPPeJISALIMS CaMOro YC/I0)KHeHUs! OyZieT MUHUMAa/IbHO PAaCIiPOCTPAHSTHCS Ha CEPBUCHI,

3. MUKpOCepPBUCHAsT apXUTEKTypa M03BOJISIET A00aB/sATh HOBble (PYHKIUH, PeIaKTHUPOBATh
WX WU yJa/IATh BoBCe 6e3 HeoOX0AMMOCTH TIepEeKOMITUISILIUN U TIepe3arpy3Ku BCeX CePBHUCOB, UTO
MO>XKET MOJIO’KUTE/IbHO CKa3aThCsl KaK Ha TECTUPOBAHUM, TaK U Ha OTKa30yCTOMUYMBOCTH.

Anpom cetu Hidden Lake siBnsiercs cepBuc HLS (service), KOTOpbIM HernocpeiCTBEHHO
vcnosiHsieT QB-3azauy 1 Bce pyHKIMM M pOBaHKs / pacliM(ppoBaHusl COOTBETCTBEHHO. [loMrMo
nipunokenuss HLS, B cetn Hidden Lake Takxe cylijecTByeT TakKe Psifi PUK/IaJHbIX CEPBHUCOB U
ajanrepoB. B pesynbraTe 3TOro, cetb Hidden Lake Mo)XHO mpefcTaBUTh KaK KOMITO3WLIMIO
HECKOJIbKUX CePBUCOB.

HLS = D x QB'net [ E(k,privA,pubB)(m) = E”k(E’(privA,pubB)(m)) ] x HLA:http
Hidden-Lake = X"-;APP; x HLS x X™;-{HLA;

20e APP - MHOXXeCTBO MPUKJIaJHbIX CepBUCOB, HLA - MHO>XeCTBO CeTeBbIX aJjanTepoB, D —
JIOCTaBI[UK OTKPBITBIX COOOIIIeHWI K TMPHUK/IaAHbIM cepBucaMm, HLA=http — ceTeBo# azantep Ha
6aze nporokosia HTTP. Apanrep HLA=http siBisieTcsi CBSI3bIBAIOLUM, T.K. TIO3BOJISIET COEAMHSTD
HLS nipunokeHve ¢ MHOKeCTBOM [IpyTrUX aZanTepoB. DTO CTAHOBUTCS BO3MOXKHBIM 3a CUET TOro,
yro HLA=http BcTpauBaercs B peanu3auuto Kaxzgoro HLA u HenocpesictBeHHO B HLS.

HLS HLA=<proto> HLA=<proto> HLS

A

HLA=http l¢&——>|HLA=http

Y

]
1
1
1
1
1
1
<proto> |
1
1
1
1
1
1

1
1
1
1
1
1
1
; HLA=http |« »|HLA=http
1
1
1
1
1

Pucynok 3. Bzaumogeiicteue aByx y310B HLS mocpeacrsom HLA=http u HLA=<proto>

[Tpu OTCYTCTBUM TIPUK/IQJHBIX TIPUIOYKEHHH, a TaK)Ke CeTeBBIX a/larTepoB (3a UCK/II0UeHHeM
HLA=http), cerb Hidden Lake cranoButcsi paBHoli cepeucy HLS: Hidden-Lake = HLS. 3To ecTb

3 Pertosuropuii anonumuoi cetu Hidden Lake: https://github.com/number571/hidden-lake.
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MHWHHMaJTbHasl XapaKTepUCTHKa, py Kotopoii HL emjé ocraércs coboit. I1pu yaanennu xe cepuca
HLS, cucrema nepectaét siBnstbcsi Hidden Lake ceThto, T.K. JMilIaeTcsi CBOEro sifipa, Aake MpU
CylLleCTBOBaHUM NPUKIIaIHBIX CEPBUCOB U CeTeBbIX aZlalTepoB.

Anroputm 3. O6paboTka 3anpocoB B HLS nipuoxeHHH Ha si3bIKe TICeB0KO/A

BBO/]: 3anpoc req, omnpagumesb S, omobpadceHue cepsucoe M, pynkyus-¢purbmp H

BBIBO/I: omeem rsp UJIN 3aeepweHue aizopummad

host, method, path, head, body — req (* IlonyueHue 3anpoca *)

if (host & M) { (* Cepsuc He HalideH 8 omobpadxceHuu *)
return (* 3asepweHue anzopumma *)

}

intReq — M(host), method, path, (head || s), body (* ObozawjeHue 3anpoca *)

intRsp — do(intReq) (* 3anpoc k cepsucy *)

if (noResponse(intRsp)) { (* Omeem He noayuex /I Omeem He mpebyemcs *)
return (* 3asepweHue anzopumma *)

}

status, head, body — intRsp (* IlonyueHue omeema *)

rsp « status, H(head), body (* ®uabmpayus omeema *)

return rsp (* OmnpasneHue omeema *)

BcniencTBre Bcero BbilieonucaHHOro peanu3anus cetd Hidden Lake moskeT ripefcTaBisiTh
[IBa pa3HbIX pe>KMMa KOMMYHUKALIMW: KITaCCUUeCKUN U aZianTaljiOHHbIH.

1. Tlop KnaccHyeckKuM pe)KMMOM KOMMYHMKAL[MU [TOHMMAIOTCS TIPSIMble WM KOCBeHHbIe (C
WCII0/Ib30BaHUEM PETPAHC/IATOPOB) coefuHeHuss Mexay HLS y3namm 6e3 ucmosib3o0BaHus
JOTIO/THUTEe/IbHBIX CeTeBbIX aJanTepoB. B TakoM Mofenu KaX[blM Y4YaCTHHK KOMMYHULUDYET
mMexxy coboii mocpencteom HTTP npoTokora,

HTTP

Pucynok 4. Knaccuueckwnii pexxum. Hidden-Lake = X";-;APP; X HLS

2. Ilop apanTaljMOHHBIM PEXXMMOM KOMMYHHKALIMY [TOHUMAIOTCSI IPsIMble UJTM KOCBEHHBIE (C
WCI0/Ib30BaHEM DeTpaHC/ATOPOB) coeAuHeHus Mexay HLS y3namMu ¢ npuMeHeHuem
JOTIO/IHUTE/IbHBIX CeTeBbIX ajanTepoB. Takod peXuM KOMMYHUKAaLMU [103BOJISIET OTHAe/ISTh
AHOHMMH3UPYIOIIUKA TpadUK OT KOHKPeTHOM ucrosibdyeMoii TexHonoruu (HTTP mpoTokona), u
Jiasiee TIPUCIIOCab/IMBATh ero K MHOXKeCTBY apyrux nportokosios (TCP, UDP, QUIC u T.4.),
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HLS H HLA=<proto>

HLA=<proto> H HLS

<proto>

PucyHok 5. Apnanrarionssiii pexxuM. Hidden-Lake = X™-;APP; X HLS X HLA=<proto>

4.2. Ctek npoToKo/i0B «GP/12»

AOGcTpakTHBIM xapakTep aHOHUMHOM cetr Hidden Lake ¢opmupyetcsi cTekoM MpOTOKOIOB
GP/12 (cokparienue ot go-peer* u 1,2 — 3tarsl KMpPOBaHKsT), AHATIOTUUHLIM 10 CBOEH CYyTH CTEKY
npotokosioB TCP/IP. B HéM Takxe IPUCYTCTBYIOT ueTblpe ypoBHs: KaHaibHbIM (CL), certeBoMn
(NL), Tpancrniopthsii (TL) u npuknagHou (AL), HO Tipy 5TOM UMeeTCs psif| C/IeIyIOLUX OTTUUYUM:

m m'=(h,m) c'=E'(m’) c"=E"(c')

Produce

h 4
2
v

1
1
1
TL > NL =N cL : > Consume
:
1

Pucynok 6. Crek npotokosios GP/12

1. GP/12 upentudunmpyeT y3/sl 110 MyOIMYHBIM KJTFOUaMm, a He 110 IP agpecawm,
2. GP/12 moxeT uCnosib30BaTh 3a7ja4y TeOpeTUYeCKH J0Ka3yeMON aHOHUMHOCTH,
3. GP/12 He 3aBUCHUT OT CeTeBBbIX NPOTOKOJIOB ¥ CUCTEM KOMMYHHKaL1H,

4. GP/12 ucrnionb3yeT cxeMy cKkBO3HOTO (end-to-end) mmdpoBaHusi.

KaHnanbHblli ypoBeHb B ceTeBoii Mozen GP/12 mpezcraBnsier coboi pacrpocTpaHeHue
COOOIIIeHUH MeTO/IOM  3a/IMBOYHOM MapIIpyTHU3alui. [IaHHBIM YpOBEHb XapaKTepU3yeTCs
NpUMEeHeHWeM BTOpPOrO 3Tama IUGpPOBaHMS, KOrja BakeH caM (DakT ycCremrHod mnepeaaun
coo011eHUsT BCceM CBOUM coefinHeHusiM. CeTeBOl YpOBeHb IpeZCcTaBsisieT co00i pacrpocTpaHeHHe
COoO0OIIIeHHH TI0 KOHKDETHBIM y3/laM CeTH, WCIIOJb3ys i 3TOro MyOJIMUHbIe K/IIOUM B POJIH
UIeHTU(DUKATOPOB. JlaHHBIH ypOBEHb XapaKTepU3yeTCs IMPUMEHEHWeM T[epBOr0o  JTara
mmdpoBaHusi, KOT/la BaKHa KOH(MU/EHIIMATbHOCTb U ayTEHTUYHOCTh CO00I1ieHri. TpaHCIIOPTHBIN
ypOBeHb  TIpeZcTaB/sieT  COOOW  MapIIPyTH3alMI0  OTKPBITBIX  COO0OIIeHui  (yCIIelHo
paciM@poBaHHBIX) MO KOHKPETHO 3a/laHHbIM TIPUKJIaJHbIM cepBucaM. [IpuK/iaZiHOM YypOBeHb
ripe/iCTaB/sieT COO0M TPUHATHE OTKPBITOTO COOOIIeHHs C AajbHekiel ero ob6paboTkoi. Takum
obpaszom, crek nMpoTokosoB GP/12 moykeT ObITh 300paXkéH, KaK KOMITO3HUIIUS YeTHIPEX YPOBHEH C
no3uruu npuHsaTUs coobijerunii: CL X NL X TL X AL.

4 PenosuTopuii rpoekTta go-peer: https://github.com/number571/go-peer. B go-peer cogepkaTcs Bce
OCHOBHbIE MOY/TH: (YHKIUM IHGPOBaHUsA, paboTa ¢ ouepe/ibio COODIeHNH, CceTeBoe B3aUMO/|eMCTBHE.
Hidden Lake, B cBOIO 0uepe/ib, aKTUBHO IIPMMeHsIeT JJaHHble KOMIIOHEHTHI /151 peaii3aliiy TakKuX CepBHUCOB,
kak HLS, HLA=tcp. ns cetn Hidden Lake npoekT go-peer paHee siBsisizicsi GpeliMBOPKOM 10 TIPUYHMHE UX
o0111eli MpUHA/IeKHOCTH K KOZOBOM 0a3e 1 penr3HbIM BepcusiM. Ceifuac aHHbIe TIPOEKTHI Pa3/ie/ieHbl.
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BcnepcTBre  BBIIEONMMCAHHOTO, WCIIOJHEHWE II0JIHOTO CTeka TpoTokosioB GP/12 ot
KaHa/JIbHOTO /10 MPHUK/IAJHOTO YPOBHEM BO3MOKHO JIMIIb C WCIO/Ib30BaHUEM MHUHUMYM [IBYX
cepBucoB B cetd Hidden Lake, T.x. HLS, sBasisick siipom ceTH, MOKpbIBaeT /ML €pBble TPU
ypoeus: CL, NL, TL, B To BpeMsi Kak ToOC/jefHUN ypoBeHb AL MOXXeT OBbITb MOKPBIT JIHIITh
WCTI0/Tb30BaHKeM MPUK/IaAHbIX TipuiokeHuit no tury: HLM (messenger), HLF (filesharer), HLR
(remoter).

Takke, ceTeBass mozie/ib GP/12 HeobOsi3aTelbHO JJ0/DKHA 00/1a1aTh CBOMCTBOM aHOHUMHOCTH
r3-3a yero cepsuc HLS, npu yganénnoi QB-3agaue c nesibto coxpaHenusi GP/12 coBMeCTUMOCTH,
MOXKeT ObITh 3aMeHEH Komro3uiuel u3 Tpéx cepBucoB: HLA=<proto> X Encryptor X D,
TIpeJIOCTaBJISIOLIUX MePBbIi, BTOPOM U TPeTHUi YPOBHU COOTBETCTBEHHO. MIMeHHO TakuM oOpa3om
GBIIO0 CO3/]aHO TIPUTIOXKEHHeE secpy-chat®.

1 ! ! ! 1
1 ! ! ! :
i APPy --:-:-.> HLSA --:-:--> HLSA --:-:--» HLSA !

1
: E ¥ F |
; Ly L) AT il v
1 ! ! ! :
' m n m ', |HLSg |q-LF-{HLSs |« HLA | |
1 :I :| :I 1
1 ! ! . ! m I
1 L ) ! c ! c !
1 ! L ! !
1 ) ! ! ) ! 1
: APPc (-+:—--HLSC (-p:-—-HLSc (-i-:---HLSc{ :
1 :I :I :I !
A - - S I

AL || TL || NL || cL

Pucynok 7. Mogens GP/12 na npumepe cetu Hidden Lake, rie A — otnipaButenb, C — rosiyuaTesnb

AnonnmMu3zaimst Tpadrika MoxkeT ObITh CopMUpOBaHa Ha BTOpoM ypoBHe cTeka GP/12, korja
reHepalysi cooOIeHui OyzieT mpUBsi3aHa K KaKoH-TH00 3a/aue. DTO MOXKeT ObITh Kak QB, Tak u
DC, EI —3amauu. OcHOBHOe orpaHWueHHe B TaKOM BbIOOpe 3ak/i0daeTcs B HeOOXOAMMOCTH
CYLIeCTBOBaHUSI TeOpeTHUeCKOW [oKa3yeMoCTH, 0e3 KOTOpoWl HeBO3MOXHO OyJer pasee
¢dopmHpoBaTh abCTPaKTHYIO CHUCTEMY CO CBOMCTBOM aHOHUMHOCTU. Eciii OyayT NpUMeHSIThbCS
Proxy vmu Onion —3a/iauu, TO B TAKOM C/Ty4ae ceTh Ha 6a3e ceteBoii Mozieni GP/12 He craHet 6oJiee
aHOHUMHOM, TIOTOMY KaK 3THM 3ajauaM, /i CBOEro KOPPeKTHOI'O HCIIO/IHeHUs, TpeOyeTcs
HEMOHOJIUTHAs CHUCTeMa, YTO TIPOTUBODEUMT OIpeJesieH|I0 abCTPaKTHBIX aHOHHUMHBIX CeTel,
KOTOPbIM HeBa)KHa CUCTeMHasi LieHTpa/Iri3aLjusl.

HOnst cBoeli peanusalyd CTeKy MpoTokoysioB GP/12 nocTaTOUHO /UL CYIeCTBOBAHUS
ceTeBbIX UHTepdeiicoB Produce u Consume, BC/ie/ICTBUe Yero OH MOXKeT a/IalfTUPOBAaThCs fiasiee K
KOHKDETHOW cpefile KOMMYyHUKaluu. Tak Haripumep, mofenb GP/12 B cetu Hidden Lake mo
yMO/TUaHWI0 0a3upyeTcss Ha TIPOTOKOJIe MpUKaagHoro ypoBHs HTTP, a mipu momoiy cepBUCOB
HLA (agantepoB) MoxeT 6a31poBaTbCsl Kak MOBEPX MPOTOKOJIOB TPaHCHOPTHOro ypoBHsi: TCP,
UDP, QUIC, npuknazgsoro yposHs: SSH, FTP, SMTP u 1.1, Tak u BoBce BHe Mozenu TCP/IP, kak
rpuMep, UCIMO0/b30BaB Pa/iMoBeljaHue WU CUCTeMY BUUMOIO CBeTa.

> Periosuropuii pusioxenus secpy-chat: https://github.com/number571/secpy-chat.

20


https://github.com/number571/secpy-chat

5. IIporpammHas peanu3anus

Maremaruueckie MOZe/i TI03BOJISIFOT BbISIBUTh KOPPEKTHOCTH 0011iel TOTMKK paboThl, HO He
TI03BOJISIIOT OTIpeie/TUTh 6e30MacHOCTh KOHKPeTHOM peany3aly. Tak HarlpuMep, Mbl MOYKeM JIMILb
Tpe/irosiaraThb, YTo Kakasi-mibo GyHKIMs UM IPUHAMaeMoe eli 3HaueHue OyzieT 6e3omacHbIM. Tem
He MeHee BCE 3TO HMUEro He TOBOPUT O KOHKPETHOM peayu3aliiy, BbIOMpaeMbIX TapaMmeTpax,
MO/Ie/IM YTPo3 1 MO/IX0/laX MPOeKTUpoBaHus. Takum ob6pa3om, He0OX0AUMO Y/ieJTUTh BHUIMaHUe He
TONMbKO 00memy onuvcanuio pabotel cetu Hidden Lake, HO u moapoOHOMY u3/M0KeHHUIO eé
CTPYKTYPHBIX U KOH(UTypaljMOHHbIX [1apaMeTpOB.

5.1. CTpyKTypHBIe mapaMeTphbl

1. CummeTpuuHas ¢yHkUs mrdpoBanus Ey omnpegensiercs 6/10uHbM anroputMoM AES ¢
JUTMHOM Kroda 256 6ut B pexkume mmdporanus CFB, rae cg = 1V, ¢; = Ex(ci.1) xor m;.

I ! !

Block cipher Block cipher Block cipher
encryption encryption encryption

Plaintext xor Plaintext xor Plaintext xor

Ciphertext Ciphertext Ciphertext

Key Key

PucyHok 8. Pexxum mmdposanus CFB (peXXuM 00paTHOM CBSI3H M0 IMU(PPTEKCTY)

[aHHBIM pexkuM UdpoBaHUs ObLT BEIOPAH C YUETOM C/IeyIOLUX MOMEHTOB:

1. Pexxumy umdposanuss CFB He TpebytoTcs gononHenus (padding), kak 3To TpebyeTcst
HarpuMep pexuMmy mmm¢ppoBanusi CBC (pexuMm crerieHusi GI0KOB IIHM(PTEKCTOB).
BcnencrBue 3TOro ympoljaeTcss BbICTaB/eHME CTaTUUHOTO pas3Mepa LIM(ppPOBAaHHOTO
Coo0ILeHus1, a TAKXKe JIMKBUUPYIOTCST BO3MOYKHBIE aTakKu opakysa [16],

2. Pexxum mmdporanuss CFB He sB/seTCS TIOTOUHBIM PEXUMOM IIHM(POBAHUS, KaK
Haripumep OFB (pexxum obpaTHol cBsizu 1o Bbeixoay) um CTR (pekuM cuéTumka).
Bcnencteue storo, y CFB oTcyTcTBYeT ripobsiemMa B JIMI[E TTIOBTOPSIEMOCTH raMMbl. Ecin
IV (BeKTOp MHUIMATU3AI|N) TIOBTOPUTCS, TO 3TO MPUBEJET K KyZia MEHBIIUM MpobieMam
6e3omacHocty, ueM nipu OFB, CTR pexkumax [6, c.93],

3. Pexxum mmdpoBanusi CFB He TpeOyeT oT anroputmoB mmdpoBaHus COOIIOeHUS
TOYHBIX TIAPAMETPOB, Kak Harpumep, 128-OutHble 6ok mpu pexxume GCM (pexum
cuéTumka c ayreHTUdUKaiuen [anmya) [17, c.190], a Takke He TpeOyeT OT aJTOPUTMOB
GyHKUMM paciiv(poBaHus, 4YTO I[I03BOJIIET He TOJIbKO YIPOCTUTh 3aMeHs1eMOCThb
Hebe3omacHbIX MIM(POB, HO U HCMOMb30BaTh B KauecTBe IpoLiefypbl MIM(poBaHUs
OJJHOCTOPOHHUe QyHKLIMH [18, c.282],
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4. He ucnonb3oBancg pexuM mm@poBaHuss GCM Takke W MO TNPUYMHE H3JUILHUX
orepaLyii ayTeHTU(UKALIMKA U XpaHeHUsl TOKeHOB. [1epBblii M BTOPOM 3Tarbl K(pOBaHUs
WCIIO/Ib3YIOT pasHble Cr1oco0bl ayTeHTH(YKaLMK coob1jeHuit. BeiencTre sToro, B raHe
ruOKOCTH UCrosb30BaHus, pexkuM CFB cTaHOBUTCS G0siee MTpeAouTUTEeTbHBIM,

2. AcummerpuuHas QyHKUMs mupposanus Ep,, onpegenserca aaroputMom ML-KEM-768
(o cranpaprusayuu — Kyber-768) [19]. AcummerpuuHas (QYHKUMA TOANUCAHUA  Spiy
orpezesnisiercsi anroputMoM ML-DSA-65 (mo crangaptuzaiuu — Dilithium-M3) [20]. Bwibop
TAaKOBBIX a/JIFOPUTMOB ObLIT cfenaH ¢ yuétom moarotoBku cetd Hidden Lake k mocTKBaHTOBO#M
kpunrorpadguu. YcraHoByneHue F2F-coeauHeHusi K aOOHEHTY KOMMYHHUKAL[UM OTIPe/e/IsIeTCst
(akTHyecku AByMs MybsmuHbiMU Kitouamu — ML-KEM-768 nns mmdpoBanus coobujenuii Ep,
(kmoyom mnonydatesnsi) 1 ML-DSA-65 [ys1 1poBepku MOANMMCH COOOIIeHUN Vyp (KIH0OYOM
OTIIPaBUTEJISA),

3. Ilpepnonaraercsi, 4To K/IHOU CEeTM Ha BTOPOM 3Tare WIM(POBaHUS DPeJKO MeHseTcs,
o0/ajlaeT BBICOKOM SHTpPOMMEN M He sB/sieTcsl maponeM. Ho Tak Kak K/IIOU CeTH He HMeeT
(UKCMPOBAaHHOTO pa3Mepa, OH MPOXOAUT CKBO3b (pyHKLMIO popmrpoBanus kaoua PBKDF2 s
¢ukcaun pasmepa B 32 Oaiir, uero TpeOyer amroputrm wmudpoBanus AES-256.
Kpunrorpaduueckass comb U KomuuectBo utepaumii B PBKDF2 He 3apjarorcsi, T.e. OHHU IIO
YMO/TUaHHIO paBHbI MyCTOM cTpoKe U unciy 0. Xem-¢pyHkiuel sisisercs SHA-512,

4. B kauectBe anroputMa umutoBctaBku (MAC) wucnons3yercs HMAC-SHA-384.
be3onaciocts HMAC 3aBUCHT OT MCIojb3yeMoi uMm xel-¢pyHkuuu [17, c.168]. Be3onacHocTh
SHA-384 MoxeT OBbITB OIpeZiesieHa CTOMKOCTBIO B 384 OUT rpu 3a/iaye TIOMCKA MIEPBOTO ¥ BTOPOTO
1ipoo6pa3oB, ¥ B 192 OUT K MOMCKY KOJUTM3UI, UCXO/Is U3 aTakK MapajioKca AHel poxaeHus [6, ¢.52],

5. KonmmuecTtBeHHble U Hen3MeHsieMble TapameTpsl anroputMoB AES-256, SHA-384, ML-
KEM-768, ML-DSA-64 Obimi BeIOpaHbl C KOHCEPBAaTMBHOM TOUKU 3PEeHUs MJIi COXpaHeHWs
JIOCTaTOUHOTO YPOBHs 0€30MacHOCTH B peayusx IMOCTKBAHTOBOM Kpunrorpadgum [5, c.131].
Anroputm ['poBepa TeopeTUUeCKH 1103BOJISIET YMEHBIIUTb 0e3011acHOCTh CHMMETPUYHBIX UG POB
K aTtakaM repebopa U xell-pyHKUWN K TIOUCKY KOJIJTM3UM, COKPAaTHB HeOOXOAMMOe KOTUYeCTBO
BRIUMCICHHI 70 277 m 2™3, rge n — AAMHA KI04a CMMMETPUYHOro mmdpa, m — pasmep
pe3ynbTUpytoiero 6y0ka xenr-GyHKuU. Takum obpa3om, ripu ucrnonb3oBanud AES-256 u SHA-
384, muHMManbHasi 6e30macHOCTb OyeT omnpezensThcs 128 OuTamu, UTO SIB/ISIETCS YCTONUMBBIM
3HaueHWeM K arakam mepebopa. TIpy OTCYTCTBUM KBaHTOBBIX KOMITbIOTEDPOB, MUHHMAJIbHAs
6e3omacHocTb OyzieT onpesensTbes anroputMamu ML-KEM-768 u ML-DSA-64, 6e30macHOCTb
KOTODBIX CpaBHKMa C 192 OUTHBIM 3HaUeHUEM,

6. Hu nepBbIii 3Tan 1mirMdpoBaHusl, HA BTOPOU He 3allUIIIal0T OT aTaKu BOCIIPOM3Be/leHus
TIOBTOPHBIX ~ coobiienuii  [6, ¢.279], TOe croycTs oOnpeAenéHHbIA  TIepUOJ, BpeMeHW t
3/I0yMBIIIJIEHHUKOM MOXeT OBITh TpPaHC/JUPOBAaHO BHOBb, COXPAaHEHHOE paHee WM XKe,
murppoBaHHoe coobmienre. Takoe coobijeHre OyzeT TOSHOCTBIO BEPHBIM, T.K. OHO ObILIO
CreHepUpOBaHO OJIHUM W3 YYaCTHUKOB CeTH. [l 3aiuThl OT TOZ0OHOT0 BUja aTak, ceTb Hidden
Lake moctymnaeT Haubosiee MPOCTbIM M PaJIUKaTbHBIM CIIOCOOOM, COXpaHss XeIlld COOOIEeHUH B
cBor0 JioKasbHyto bBJI. [JaHHBIM T0AXO[ TMO3BOJIIET TOJHOCTBIO HWCK/IHOUUTh BO3MOXXHOCTh
YCIELIHOT0 TIPUHATHS AyO/IMKAaTOB, B TOM UHKCJ/Ie U TIPU Tepe3arpy3ke y37a, a Takke YIPOCTUTh B
ob1rieM Tipolieypy [JeAyTUIMKal[iH, TIOCPeJACTBOM HCK/IIOUEHUsS [IOTIOJTHUTE/NLHBIX TIPOBEPOK
Coo0011[eHn B Tpe/iesiax BpeMEeHHBIX OKOH.
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K coykasnenuro, 3aiyra y3/a OT TPUHATHS W TOC/eAyoIel 00paboTKu AyO/IMpyrOMX
coo01eHNI HUKAK He 3allUILaeT OT BOCIIPOU3BE/|eHHUS 3/I0YMBIIIJIEHHUKOM COOOIIeHHIA, KOTOpbIe
el[é He ObLTM MPUHSATHI y3/I0M HeTMOCPeACTBeHHO BiazietomuM BJI. Takoe coObITHE CTAaHOBUTCS
BO3MOJKHBIM, €C/M y3el OTCYTCTBOBa/J B IMepUO/bl reHepalid IIM(PTEKCTOB OCTaBIIMMUCS
yuaCTHHUKaMU CUCTeMbl. BciieicTBHe 3TOT0, 3/T0YMBIIIJIEHHUK MOXKET Harpy3uTh HOBOTPUOBIBIIIHIA
y3e/1 CTapbIM{ U JIaBHO 3a0BITHIMUA COOOIIEHUSIMU CeTH. 3all[UTUTBCS OT 3TOW aTakKd BO3MOJKHO,
eC/M TIOAK/TIOUMTBCS K JaBHO paboTarolieMy aHOHUMH3WPYIOILIEMY Y3y WIM PeTPaHC/ISTOpY,
COXPAHUBIIIEMY UCTOPUIO TMPUHATHIX COOOIeHU. B TakoM c/lyuae OH HAUHET BBICTYTATh B POJIU
ME>KCeTeBOro KpaHa, pa3rpaHWuMBasi CTapble U HOBble HIM(PTEKCTHI. EIE OZHUM BO3MOXKHBIM
pellieHueM MOYKeT CTaTh 0OHOBJ/IEHHE KJTFOUa CeTH K, ecyii B CUCTeMe ObIO CreHepUPOBAaHO MHOTO
TpaduKa, a JABHO (QYHKLIMOHUPYIOLIHE Y3/bl HEU3BECTHBI WIN HEJOCTYITHBI

HobapyieHne >Xxe MeTKM BpeMeHM t Ha KakJoe CooOlljeHWe BTOPOrO JTara MIM(poBaHHUs
HarpoTHB, CMIOCOOHO HApYIIUTh aHOHUMHOCTh QB-3aauM, T.K. TIPU HETNPaBU/IbHOM peanv3alun
MOJKET CO03/laTh [IOTIOJIHUTE/NbHYI0 CBsI3b B TeHepaluu IHU(PTEKCTOB W CZefaTh 3ajauy
cucTeMaTUuHOCTH P slerko peiaemoil. Tak Hampumep, IIpU CO3/laHUM MCTHMHHOTO COOOLIeHUs
MeTKa BpeMeHH Oy/ieT (PMKCHPOBaThCS He HAa MOMEHTe OTTIPaBJIeHHs, a Ha MOMeHTe reHepatiuu. [1o
TIPUYMHE TOTO, YTO COOOIeHHss W3 OuepeJu OTIIPABJSIOTCS TI0C/Ae/l0BaTelbHO B CeTb, TO
CreHepHpPOBaHHBIN 3apaHee JIOKHBIN N PTeKCT OyzeT 06/1a1aTh METKON BpeMeHH MTPUOJIKeHHOU
K MeTKe OTKpBITOr0 cooOiieHus. VIHBIMU cjioBaMH, OyJeT TPOC/IeKWBAaThCS CBS3b T'eHepalyuu
WUCTUHHBIX COOOIIEHUM IMOCPeACTBOM CYIeCTBOBAHUS [IBYX METOK BPEMEHH, pasHUIla MeXIy
KOTOPBIMH OyZieT MeHbllle OfiHOrO Tiepuogia. CUTyaldi0 MOXXHO W3MEHHUTh, 3aMEHHB JIOXKHBIN
m(PTEKCT UCTUHHBIM, a He TIPOCTO OTOABHUHYB JIOXKHBIN HMM(PTEKCT B ouepenu. Ho, momMumo
JAHHOM TMpo0OJieMbl, B MeXaHW3Me reHeparyy MU(PTEKCTOB 0/DKeH OBbITh TaK)Ke YUTEH MOMEHT
yKa3aHUsi MeTKH BpeMeHHU t B 3aBUCUMOCTH OT Tepro/a reHepaiiuu T. VIHbIMU c/l0BaMH, /7151 N-020
coo011eHUsI B ouepe/ii MeTKa BpeMeHH [I0/DKHA UMeThb CreAytomui Buz: t = now + nT, 20e now —
Tekyllee Bpems. /laHHOe pellleHHe MOXKeT 00/1afaTh TakKe W HeraTUBHBIM 3G GheKToMm, ecyiu
CKOPOCTb TeHepalyy Mu(PTEeKCTOB, HarpuMep TPH OOJIBIION 3arpy’kKeHHOCTU y3/1a, He OyzeT
ToCrieBaTh 3a METKOM BpeMeHU. B TakoM ciiyyae MoykeT BO3HUKHYTh paCCUHXPOHHK3aLUs ouepe/ieit
110 MeTKe BPeMeHHU MeXKy UCTUHHBIMHU U JIO)KHBIMH CO001[eHHsIMU. CUTYaI[I0 MOXKHO U3MEHHUTh
TIOCTOSTHHBIM YZIa/IeHUeM CTapbIX CTeHepUPOBAaHHBIX MIM(PPTEKCTOB U3 OUepeid, HO B TAKOM CJTydae
TIOSIBUTCSI PUCK TTOT€PU UCTUHHBIX COOOIIIeHHH, KOTOPBIE [Ja’Ke He OTIPABJIS/IUCH B CETh,

7. B omimune oT Kiaccuueckoro omucaHuss QB-ceTeil, B peanu3aljuM MpoeKTa go-peer
CTPYKTypa ouepefieid Q mpefcTaB/ieHa ABYMs OuYepesiMU: Ouepe/ibl0 UCTUHHBIX Qx M Ouepejbio
JOXHBIX Q, COOOlIeHUN Janee C/IWMBAOIIUXCS B OAHY. HeoOXoguMoOCTh B ABYX OUepessx
o0yc/iaBMBaeTCs HY>KI0M B (DOHOBOM reHepaliy JIOXKHBIX COO0OIIeHHH, UTOOBI TIPU JOCTHKEHUH
nepro/ia t ouepesib Q, MpenMyIeCcTBeHHO Oblyia HerycToi. B cBOrO ouepesib Takasi Hy»/la CBsi3aHa
HeTIoCPeJICTBEHHO C aJrOPUTMOM JIOKa3aTesJbCTBa PabOThl, KOTOPHIM 3HAUWTE/NLHO 3aMe[iseT
mmdpoBaHue COOOIIeHUH, BCIeCTBHe Uero BBICTAB/IEHHBIN MMEPUOJ reHepalud t MOXeT ObITh
pacupeH. XOTb CUTyaljuss B TakOM Cjlyyae U cxoxa C IIpumepom 3.3, TeM He MeHee,
CUCTEMAaTUYHOCTb ajropyMTMa 3/leCh He HapyllaeTcsi, T.K. reHepalys WCTUHHBIX M JIOXKHBIX
coo011ieHHH IPOUCXOJUT He HAa MOMEHTe UX OTITPaB/IeHUs], a Ha MOMEHTe TTOMeIleHUsI UX B OUepe/ib,
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Qk

- - €1 C2 Cn-1 c
if Qg!=nil - -

if Qu=nil

Cq Co e Ch-1 Ch

Pucynok 9. Cxema JJBOIHOM ouepe COOOIIeHUI B POEKTe go-peer

8. AmnonumHas cetb Hidden Lake MoykeT ObITh ysi3BUMa K aKTHBHBIM KOOTIEPUPYHOLLUM
HabsroiaTesisiM, eC/ii TakoBble OyIyT MPUCYTCTBOBATD B CITUCKE /Ipy3eil y HeCKOMbKUX abOHeHTOB
cucteMbl. B TakoM ciiydae, MOMUMO yXY/IIeHUs] KaueCTBa aHOHUMHOCTHU: C 3a/]Jaui CKPBITHS (paKTa
KOMMYHUKAIU JI0 COKPBITHS CBSI3 MKy abOHEeHTaMi KOMMYHUKALIMH, TaK)Ke TIOSIBUTCS U PUCK
pellieHus / feaHoHUMU3aI[uK caMor QB-3amaun. TTpo6sieMy MO>KHO ObIJIO ObI PEITL CO3/[aHUEM
HeCcKoJbKUX ouepenielt Qki, Qxo, ..., Qkn AT KOKIOTO OTAENBHOr0 abOHeHTa, HO B TaKOM CJiyuae
yBeJIMUUTCS 00IIlee BpeMsi OTBeTa B n pa3. Jpyrum crocobom pellieHUst JaHHOM MPOOIeMbI MOYKET
CTaThb U3MeHEHWe MOJieJid yTrpo3, B KOTOPOU Apyr arpuopu OyzeT paBeH /OBepeHHOMY Y37y, a
MOTOMY He OyZieT 3aMHTepecoBaH M 3aJieMCTBOBaH B TIpOIie/lypax AeaHOHMMH3aluu. Ha Takom
KoHCTpyKTe F2F-cucrem 6a3upyetcs cets Hidden Lake,

9. Mogens yrpo3 aHoHumMHOUM cetd Hidden Lake orpaHuumBaeTcsi MCKIHOUUTETHHO
3alUTON CeTeBbIX KOMMYHMKAI[MI MeXy eé yuaCTHUKaMH, UTO, B CBOIO Oouepe/ib, MpeAroaraeT
OTCYTCTBHE KAKMX-JTUOO [OMOIHUTE/TBHBIX Mep, AeHCTBUM U YCIOBUI HalpaB/eHHBIX Ha 3allUTy
TIPUBATHBIX K/ItOUeH, 6a3 JaHHBIX, KOH(DUTYPALIMOHHBIX (ha/IOB WK B3aUMO/IEMCTBUN CEPBUCOB
MeXXy OO0 B YC/IOBUSX JIOKA/TLHOM CpeZibl MCITO/IHeHMsI. BeecTBre 3TOr0, nMpeAnpuHUMaeMble
Mepbl i obecrieueHHst 0e30TMAaCHOCTH JIOKAJTBHOTO OKDY)KEHHs], B YC/IOBUSIX CYI[€CTBOBAaHHUS
YyBCTBUTE/bHONH HWHGOpPMAIMK, [JO/DKHBI ObITh BO3/IOKEHbI Ha 0ojiee HU3KKWE YPOBHHU
B3aMMO/JIEMCTBUS, KaK HarpuMep: BLICTaB/leHHWe TpaB JoCTyrna K aiilaMm U TIpoljeccam,
W30/TMPOBaHMe TPOrpaMM MOCPeAICTBOM HCII0/Ib30BaHMsI BUPTYaIbHOTO OKPY>KeHMs], TTPOrpaMMHOe
Y armapaTHoe T0JTHOAMCKOBOe IMU(poBaHue, orpaHnueHre GHU3UUecKOro AOCTYTIa K arrapaTHbIM
CpeACTBaM /ijisl TPETbUX JIULI U T.[.

5.2. KondurypaijuoHHbie napameTpbl

1. IMoaxop coxpaHeHUs Xelllel Bcex paHee TNPUHSTHIX COOOIeHHM Takke MMeeT MUHYC B
nvie ctpemsieHus o0bémMa b/l K cBoeMy MOCTOSIHHOMY yBesnueHHr0. Kak Tobko rosieyisietcst b/
xeleld, eé HU B KOeM CJlyuae Hesb3sl y/alsiTh WK O4vilaTth (6e3 M3MeHeHUsl CeTeBOro KJIHua),
VHaue BCe paHee NPUHSATHIE COOOIIeHHsT BHOBb CMOTYT TIOBTOPUTHCS, €C/H 3/I0YMBIIIZIEHHUK OyzeT
NIPUMEHSTh aTaKy BOCIIPOM3BeZIeHHUs] TOBTOPHBIX COOOIeHHi. B Takoil mapagurme BOMPOC
HaunHaeT 0a3uMpoBaThCs Ha 0OBEME M YaCTOTe IOCTOSIHHO T'eHepHupyeMoW WHGpOpMaru. Xer
coobienus B cetu Hidden Lake - 370 xem-3HaueHue h = Hyacg NoIyueHHOe U3 MHGOPMaLUY Ha
BTOpOM 3Tare mudpoBanus E"x. Pasmep xellia onpeesnsieTcss KpUnrorpaguueckoi xel-GyHKLIHeH
SHA-384, T1.e. 48 Gaiitamu. Takum 00Opa3oM, 0JHO TIPUHSTOE, MO0 OTIPABIeHHOE YHUKA/IbHOE
coobirienve Oyzaet yBemmuuBath b/I Ha 48 Gaiit. [lepros reHepaluy OJJHOTO COOOITIEHUST OJJHUM
y3/I0M paBeH 5 ceKyHjaM. Eciv npeanosioxuTs, 4yTo B ceTd cyujecTByeT 10 y3/10B, KaXKAbld U3
KOTOPBIX B TIEPHOJ, PaBHBIM 5 CeKYHZaM reHepupyeT OfHO HdpoBaHHOe cOooDIIeHre, TOrAa 3a 5
cekyHZ OyJeT creHepupoBaHO U coxpaHeHo 480 Gaiit, 160 96 Gaiit B cekyHpay. [anee, eciu
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PaCIIUPUTE TIOJTyYEeHHBIH pe3ysibTar 0 rofia, To Bl OyaeT yBemuena Ha ~2.6I'ub® uHdopmaryu,
UTO SIBJ/II€TCS BIIOJIHE [JOIyCTUMbIM 3HAaUeHUeM,

2. C KaxIpIM COXpaHEHHbIM XellleM B 0a3e [aHHBIX yMeHbllaeTcs o6Omias 006/1acTh
JIOTyCTUMBIX HIM(PTEKCTOB U3-3a COMYTCTBYIOLIMX KOJIJIM3UM, CBONCTBEHHBIX BCEM Xelll-
¢yukLmsM. Benencreue 3Toro, uem Gostbine OyZeT MPUHUMATHCS IIUPPTEKCTOB, TEM MeHbIIIe X
MOXXHO Oy/leT TpUHMMaTh B OyayieM. BeposTHOCTh HaxoxJeHUs1 Koum3ud B Gosnee yem 50%
C/lyyaeB HauMHAETCA TI0C/Ie TPeojiojieHus mopora B 2192 mpuHATHLIX MIMOPTEKCTOB /i Xell-
dbynkumu SHA-384 ¢ ucnosib30BaHUEM K/1aCCUUeCKUX KOMIbIOTepoB. [1ocie 3TOro ceTb HauHET
paboTath HecTabuIbHO, OTOpAchiBasi MOJOBUHY BCeX MPHUHHUMAEMBIX CHCTEMOM COOOIeHUH, a
e/IMHCTBEHHBbIM CIOCOOOM «Iiepe3arnycka» CeTH cTaHeT yjaseHue B/ c mocsiesyromieli cMeHOM
cereBoro Kimoua. Ho Takoe coObiTHe sIB/IsSeTCS HEOCYI|eCTBUMbBbIM, T.K. TpeOyeT coXpaHeHUs
249230249209671726169463823802564608 b’ undopmarmu s 292 xemeli Tuna SHA-384. Ipu
cyiectBoBaHuM B ceTu 8000-TH y3/710B € natTepHOM reHepanuu mmdprekcroB 1.6KiB/c, T.e. ipu
JOCTI)KEHUM JIMMHUTa TIPOMYyCKHOrO KaHasma cBsi3u B 100mM6uT/c, 3a rop OyAeT COXpaHATHCS
~2076T'ub B nokampHOW BJI. Takumu Temmamu, 4YTOOBI IIPeO/OJIeTh IIOPOT HAXOXKIEHUS
Kousui >50% ciyuaes, norpeGyetca Gosee uem 1047 met®,

3. CooO1uieHnst Ha TepBOM JTarie mU(GPOBaHUS UMEIOT CTaTHUHBIA pa3Mep paBHbIA 8192
0aiiT, u3 KOTOphIX 4569 OalT yze/nsieTcs 3aroJIOBOYHBIM JAHHBIM: BeKTOP WHHULMamu3auuu (16B),
xell laHHBIX (48B), moanuce ML-DSA-65 (3309B), xem my6/imyHOTo Kiitoua oTrpaBuTesis (48B),
cosib (32B), uHkancynupoBaHHbIN Kitou mrdpoBanus ML-KEM-768 (1088B), a Takke pa3Mepsl
JIAHHBIX B Oaiitax: xemia (4B), mogmucu (4B), mybsuuHoro kitoua (4B), conu (4B), mmdbpoBaHHOTO
6/0ka gaHHbIX (4B), monesHoM Harpy3ku (4B), samonHstomux Oait (4B). Btopoi#t 3tam
mmdpoBaHus AobapsisieT 76 OalT, U3 KOTOPBIX: BEeKTOP MHUIManu3aiuu (16B), noka3arenbCTBO
pabotsr (8B), xemn mmdpTekcra (48B), cereBasi macka (4B). Pazmep cooOImeHus1 Mocsie MoTHOTO
M POBaHKUS CTAHOBUTCS paBeH 8268 6aiT 13 KOTOPBIX 3623 OAWT SIB/ISIOTCS TI0JI€3HOM HArpy3KOM.
Takum 06pa3om, ec/v repyo/, reHepaLy COO0IeHrH paBeH 5 CeKyHjaM, TOT/ia 3a O/IHY CEeKYHZY
y3en MOXeT mepefiath ~724.6 3HauuMbIX OaliT. Eciu mpukiagHoe TMPUIOXKeHUe TpeArosaraeT
KOMMYHHUKAI[MI0 TWIA «3arlpoc-OTBeT», TOrJa BCJIeACTBHE TIPOU3BEJEHHOIO 3ampoca U
CYILLIeCTBYIOLLIeM TI0C/Ie/JoBaTe/TIbHOCTU (ouepe/i) HEMHUHYeMO HAuHETCs 3Tar OXKUAAHUSI OTBETa,
UTO TMPUBEAET K ABOMHOMY YMEHBIIIEHUIO TIPOITYyCKHOM CITocoOHOCTH /10 ~362.3 3HaUMMBIX OAlT B
CeKyH/y u3-3a YBeJIMUYeHHOT0 WHTepBasa o)KujaHusi paBHoro ~10 cekyHzgam. Utoro, ecu Oyger
TIPUCYTCTBOBATh 3ajiaua repejauu ¢aiia pasmepom 1Mwub 1o ceTd, TO TpaHCIIOPTUPOBKa OyzeT
3aHUMAThb TIPUOMM3UTENBHO OT ~24.1 10 ~48.2 MuHyT (~1447 1 ~2894 ceKyH/i COOTBETCTBEHHO),

4. CnoxxHocte pabotel cetn Hidden Lake ompegensiercs mapamerpoMm work_size bits,
KOTOpPBIM B CTaHZAPTHOW (peKoMeH/[yeMoii) KoH(Hrypaiuy paBeH 22 6utam. [laHHBINA TTapaMeTp
OrpaHUYMBaET MPOITYyCKHYIO CTIOCOOHOCTh KaXK[0T0 y3/1a CeTH, IPOTUBOAEHUCTBYs TeM caMbiM DoS
u DDoS aTakam, a Takke aTakaM HalleJleHHbIM Ha AyO/JupoBaHHWe COOOIIeHHH 0 HECKOJBKUM

6 ((48 [6aiir] x 10 [y3n0B] / 5 [cekyHa]) x 60 [cekyna] x 60 [MunyT] x 24 [uacoB] x 7 [gueit] x 4
[megens] + 2 [ausa]) x 12 [mecaues] / 230 [['uB] = 2.595520041882992 ~ 2.6I'ub.

7 (219[xermeii] x 48[6aiit] / 280[I>'IHB]) = 249230249209671726169463823802564608 11ub.

8 (2192[xemeii] x 48[6aiir]) / ((48 [6aiir] x 8000 [y3108B] / 5 [cekyna]) x 60 [cekynz] x 60 [MunyT] %
24 [uacoB] x 7 [gHeit] X 4 [Hepens] + 2 [ans]) x 12 [mecsiieB] = 135140700251269152632028
727792496229215884627189 > 10* ner.
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nogcerssM. JlaHHBIA TlapaMeTp CMoco0eH OrpeesisiTh MPUMEPHYH) KOJUUECTBEHHYIO TPaHHUILY
Y4aCTHUKOB CETH.

[TpearonoXuM, YTO TIPOITYCKHAsi CMOCOOHOCTh KaXKAOrO y37a B ceTd paBHa 100m6wmT/C,
pa3mep reHepupyemMoro coobirienus: paeH 8Kub, a mepuo/ reHepaliiu paBeH 5 cekyHam. B Takom
clyuae, reperpyska ceTu OyzeT BO3MO)KHA NMpu Hamuuuu Gosee uem 8000 y3/108°. 370, B CBOIO
ouepe/ib, SIBJISIeTCS] BepXHEeU IpaHuLiel He yUUThIBaroLel BO3MOXXHOCTH 3/I0HAMEPEHHBIX JeMCTBUN
CO CTOPOHBI CaMMX Y3/I0B, CITOCOOHBIX reHepupoBaTh Tpadhuk 6osiee uem 3a 8Kub/5¢ = 1.6Kub/c.
be3 yuérta napametpa work_size_bits (BToporo 3Tamna mmgpoBaHus), eCTeCTBEHHbIM OTPaHUUEHUEM
JUIsl aTaKyIOIUX CTAaHOBUTCS BpeMs IHdpoBaHus cooOIeHui (TiepBbii 3Tan mmdpoBanus). Ha
ripotieccope «Intel(R) Core(TM) i7-9750H CPU @ 2.60GHz» mmdpoBanue ogHoro 8Kub
cooObienus 3aHuMaer npubamsurensHo 0.254Mmc, uto B cpeaHem Tpebyer 0.4 cekyHp'® ms
JOCTYD)KEHUS TIpefieflbHOM BeMurHbl B 12.5Mub, ¢ panbHeiieli BO3MOXHOCTBIO MeperoHeHUsT
ceTeBoro KaHama B 252mbut/c = 12.5/0.4. B pe3synbrate, 8000 uecTHO paboTarOIMUX y3710B
CTaHOBSITCSI PaBHbI MeHee YeM OJHOMY 3710BpeHOMY R~ 0.4.

[ns mpefoTBpalljeHUs] TaKOM pa3HULIbI BBOAUTCS MapameTp, OMNpefesioliii C/I0KHOCTh
pabotel. IIpum work_size_bits=22 mmdporanne ogHoro 8Kub coobiieHnss 3aHUMaeT
nipubsin3uTesibHO 1.98C Ha TOM >ke Tporjeccope 6e3 yuéTa BpeMeHU MepBOro 3rtarna mrdpoBaHus,
uto B cpeaHeM Tpebyer 52.8 MunyT! (3168 cekyH[) /s JOCTH)KEHHs TIPe/ie/IbHOM BeTUUUHBI B
12.5Mub. B pe3synbraTe, As [JOCTWXKEHHUsI TIpefiesia 3/IOYMBIIUIEHHUKY ToTpedyeTtcss ~3168
Trapasuie/IbHbIX BBIUMC/IEHUNA TaKOW >Ke TPOL[eCCOPHOM MOIIHOCTH, UTOOBbI UMeTb BO3MOKHOCTh
Tpeo/ioneBaTh IMPOMYCKHYIO CrOCOOHOCTh KaHana B 100m6ut/c. BecrpepbiBHOe mmdpoBaHue
coobujernii npu work_size_bits=22 pacxoayet ~15% mporjecCOpHOI MOIHOCTH, UTO TTO3BOJISET
YBEJIMUMTB NapasyieslbHOCTD B ~6.(6) pa3 asns goctkenus umuta B 100%. Takum o6pasom, ~3168
rapasijie/ibHbIX BBIUMC/IEHUIM CPaBHUMBI C UcCIo/b3oBaHueM 3168 / 6.(6) ~ 475.2 dusnueckux
TIPOLIeCCOPOB, PabOTAIOIIUX Ha MpeJe/iaX CBOMX MOLHOCTEH.

Cutyauusi A1l 3710yMBbIIIIEHHUKA yripoiaercsi, ecii BMecto CPU OyzeT uCrons30BaThCs
GPU. Xempeiir SHA-384 nist «Nvidia GTX 1080 Founders Edition» cocrasnsier ~1050 MH/s'?,
B TO Bpems Kak xempeit «Intel(R) Core(TM) i7-9750H CPU @ 2.60GHz» pasen ~26.6 MH/s'3,
B pe3sysibrare, pasnuija mexzay rnpoueccopamu onpegensercsa 1050 / 26.6 & 39.5 eguHuLiaMu, 4TO
paBHOCWIBHO cooTHOLIeHuto 475.2 CPU k 475.2 / 39.5 ~ 12 GPU npu peruenun PoW 3aauu.

6. 3ak/TIoUeHHe

B xome pabotsl Ob10 pa3obpaHo dyHKIMOHMpOBaHWe aHOHMMHON ceTr Hidden Lake Ha
OCHOBe eé MaTeMaTUYeCKUX Mojiefiel, ¢ AaJbHeHIINM yKa3aHUeM TIPEUMYIIECTB U OTPAHUYEHHH,
cnepyronmx u3 QB-3asaun. Bl MpUBeIeHbI OCHOBHBIE CEPBUCHI CETH, a TAaK)XKe UX CETEBbIE
B3aUMO/IEHCTBUS PYT C APYrOM B MapaJyrMe MUKPOCEPBHUCHOM apXUTEKTYphl. BbIT onucaH cTek

9 (100[mbuTt/c] / 8[6ur] = 12.5[Mub/c]) / ((8[Kubl/5[c] = 1.6[Kub/c]) / 1024[6aiiT] =
0.0015625[Mub/c]) ~ 8000 y3/10B, reHepUpYIOIIMX KAkl 1o 1.6Kub/c.

10 (8[KuB]/0.254[mc]) - (1.6[KuB]/0.0508[mc]), 0.0508[mc] x 8000[nakeros 1o 1.6Kub] = 406.4mc
~ (0.4c.

1 (8[Kub]/1.98[c]) — (1.6[Kub]/0.396[c]), 0.396[c] x 8000[makeToB 110 1.6Kub] = 3168c = 52.8m.
12 «8x Nvidia GTX 1080 Hashcat Benchmarks»:
https://gist.github.com/epixoip/a83d38f412b4737e99bbef804a270c40.

13 TIpu ucronb3oBanuu 15% MOIHOCTeH MpoLieccopa, XewpeiT Beiurcaedus SHA-384 cocrasisiet
~4 MH/s. ITpu 100% Harpy3ke xempeit Oyzet rosbiiieH B 6.(6) pa3, uto cocraBuT yke 26.6 MH/s.
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npotokojoB GP/12, mMO3BOJISAOIMIMA CeTIM C TeOpeTHYeCKH [J0Ka3yeMOM aHOHUMHOCTBEO
CTaHOBUTHCSI aOCTPAKTHBIMU. Bbi/M MpecTaBieHbl KpUTepUX BbIOOpa alropyuTMOB HIM(POBaHMS,

noArnrcCaHus, XelmrnpoBaHUSA, HUX IIdpAMETPOB KW HACTPOEK B MOMEHTHI ITIPOEKTHUDOBAHUA U

pean3aliui CeTH.
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